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1
Decision/action requested

This document re-discusses the necessity of KSEAF presence in the 5G phase1 key hierarchy and proposes to delete KSEAF from the key hierarchy.
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3
Rationale

SA3 discussed the issue of deletion of KSEAF at the SA3#90 meeting, and there was a large controversy. With a new observation, it is recommended to discuss this issue again. This document adds observation 4 to the S3-180124 of the SA3#90 meeting [1] and updates the proposal section.
###########################################

According to clause 5.1.3.2 in TR33.899 [2], one of the reasons to introducing the standalone SEAF and also the KSEAF in the 5G key hierarchy is that SA3 thinks that AMF may be deployed near the unsecure network edge (i.e., closer to RAN or collocated with RAN). So SA3 decided to decouple AKA functionality from AMF and introduce a separate security anchor function (SEAF) for reducing signalling latency and security configuration complexity between network entities/functions. 
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Figure 3-1: Two different deployment models for AMF
However, currently SA2 didn’t confirm that there is such a case that the AMF may be deployed near the network edge (closer to RAN or collocated with RAN). Moreover, as shown in Figure 3-1, even though the AMF is deployed near the RAN, the distance between the AMF and other core network functions is still far away, so the total signalling latency cannot be significantly reduced, which means it doesn’t seem to make sense that only the AMF is deployed near the RAN. Actually “latency” is usually applied to the user plane instead of the control plane.
Observation1: 
It can be assumed that AMF will still be deployed in a secure location in the core network (i.e. core DC) in the future. 
The following analyses are based on the above assumption.
SA3 has made an architectural decision that SEAF and AMF will be collocated in phase1 and it doesn’t exclude that in phase2 and the future releases SEAF may be deployed as a standalone entity. So the following two cases are considered assuming the UE is moving from AMF1 to AMF2 and then to AMF3 in the following 3 figures:
1) If SA2 decide that the AMF and the SEAF shall be collocated in phase2+ from architecture point of view: in this case, some issues will happen when considering the derivation of new KAMF in mobility case from one AMF to another between AMF sets:

a) If the new KAMF2 is derived directly from the old KAMF1 by the old AMF1, as shown in Figure 3-2, the role of KSEAF seems quite simple: it is just used to derive the KAMF and then it can be deleted.  In this case the KSEAF will not add any additional security benefits but complexity compared to that if the KAMF is derived directly from the KAUSF in the AKA procedure. So the KSEAF will be completely redundant in the key hierarchy from the very beginning of phase1 in the whole 5G lifetime: 

· If SA3 decides to delete the KSEAF from key hierarchy in phase2, it will cause interworking issues with UE and network devices in phase1. 
· If the KSEAF is still kept in phase2, it will add the complexity and the cost of implement but without any additional security benefits.
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Figure 3-2: KAMF derivation during mobility case a)
b) If the new KAMF2 is derived from the KSEAF1 by the old AMF1, as shown in Figure 3-3, the old AMF1 can fetch the KSEAF1 from the collocated SEAF1 and then derive the new KAMF1. However, according to clause 6.5.3.1 in TS33.501 “KSEAF shall not be forwarded to another AMF set” [2], so the new AMF2 will not know the KSEAF1.  When the UE moves to another AMF3 from AMF2, how the AMF2 derives the new KAMF3 can be divided into 2 cases: 
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Figure 3-3: KAMF derivation during mobility case b)
b1) if the new KAMF3 is derived directly from the old KAMF2 in AMF2, it will be different from case b) where UE moves from AMF1 to AMF2 and the new KAMF is derived from the KSEAF instead, which makes the implementation of new KAMF derivation function in mobility too complex.

b2) if the new KAMF3 is generated by triggering a new AKA procedure in the AMF2 or the AMF3, then the KSEAF 1 in the previous AKA procedure can be deleted after the UE moves from AMF1 to AMF2, which is similar to case a) and thus has the same drawbacks in case a). Moreover, too frequent AKA procedure also increase the overload of the home network (AUSF/UDM).
Observation 2: Introducing KSEAF in 5G key hierarchy will increase the complexity of implementation, and cause interworking issues with phase1, and increase the overload of the home network. Therefore, it is recommended to delete KSEAF from the key hierarchy from phase1.
2) If SA3 still argue that the SEAF should be deployed as a standalone entity in phase2 from security point of view:  as shown in Figure 3-4, in mobility cases all the old AMFs (AMF1, AMF2…) can fetch the KSEAF from the standalone SEAF (if agreed by SA2) and then derives new KAMF based on the KSEAF. Then the SEAF will become the bottleneck, and may cause performance issues. Since mobility is very frequent, it will have big performance impacts on the SEAF. Moreover, it will also cause too complex interworking issues with phase1 because it has different KAMF derivation method (see above handling in case a))
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Figure 3-4: KAMF derivation during mobility case 2)
Observation 3: 

If the SEAF is deployed as a standalone entity in phase2, the SEAF will be the bottleneck and may cause big performance issues. Moreover, it will also cause too complex interworking issues with phase1. So it seems that the AMF and the SEAF shall be collocated in phase2+ when considering the balance between security and performance. 
##############################################
Observation 4:
In 4G, KASME is playing the role of anchor key. It can be concluded that the anchor key has the following features:

1. The anchor key is generated by the HSS;
2. The anchor key is stored on the NE with the authentication function;
3. The NE storing the anchor key is deployed in a secure location.
Among the keys of 5G, only KAUSF satisfies the above features. So, using KAUSF as the anchor key would be a better alternative.
Furthermore, S3-180XXX presented in this meeting proposes to delete the authentication function on SEAF and only authentication function on AUSF can be remained. If this proposal is approved, KAUSF shall be the best alternative as the anchor key.

Based on the above analysis, it is recommended to delete KSEAF from the key hierarchy and use KAUSF as the anchor key. 
4
Detailed proposal

SA3 is kindly recommended to consider the above conclusions and approve: 
1) delete KSEAF from the key hierarchy，

2) KAUSF shall be the anchor key.
If SA3 agrees with the proposals in this discussion paper, Huawei is willing to submit a super PCR on this issue in SA3#90bis meeting.
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