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1
Decision/action requested

This paper discusses an efficient way for N2 handover procedure with Kamf change.
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In LTE, Kasme is not changed during S1 handover. If target MME wants to change NAS algorithm, it shall initiate NAS SMC procedure after S1 handover, otherwise there will be no NAS SMC procedure, and UE and target MME will use old NAS keys for NAS message protection.
Observation 1: During S1 handover, NAS algorithm has a very small opportunity to be changed, NAS SMC procedure will have a very small opportunity to be performed after S1 handover.

But in 5G, Kamf may be changed during N2 handover. In this case, NAS SMC only activate NAS keys, an additional N2 procedure is needed to trigger AS SMC to activate the AS keys. Following figure shows the procedure without optimization:
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It is obvious that Kamf change may be very often after N2 handover, it means NAS SMC, N2 procedure, and AS SMC need to be triggered very often after N2 handover. These signalling overhead will increase the possibility of race condition.
Observation 2: If Kamf changed during N2 handover, there will be signalling overhead after N2 handover that NAS SMC, AS SMC and N2 procedure for triggering the AS SMC are needed, and increase the possibility of race condition.
AS SMC procedure is used to activate AS keys, but during X2 handover and S1 handover in LTE, or during Xn handover and N2 handover in 5G, AS SMC is not used to activate new AS keys, while the security algorithms negotiation and new AS key activation is performed during the handover procedure. Situation of Kenb/Kgnb change and/or AS algorithm change during handover procedure is very similar as Kamf change and/or NAS algorithm change during N2 handover, in order to make the N2 handover procedure more efficient, the mechanism in AS can be reused in NAS to remove NAS SMC procedure after N2 handover.
Following figure shows the detail:
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In this procedure, target AMF prepares a Network to UE Transparent Container, which includes the derivation parameter for computing new Kamf, and may include chosen NAS algorithms that have been changed. Target AMF includes the Container and the new KgNB in the handover Request message sent to the target gNB.

The target gNB includes the Network to UE Transparent Container in the Target to Source Transparent Container. The target gNB uses the new KgNB received from the target AMF to derive new AS keys instead of using the information in the Source to Target Transparent Container. The source gNB sends Handover Command to the UE, which includes the Network to UE Transparent Container.

The UE uses the derivation parameter in the Network to UE Transparent Container to derive new Kamf. If NAS algorithms are included in the Container, UE uses the algorithm identity to derive new NAS keys, if not, UE uses the old algorithm identity to derive new NAS keys.
As UE is in CONNECT state, and NIA0 is disabled in 5G signalling, the Network to UE Transparent Container is protected by AS security context.

Proposal: Target AMF includes a new KgNB and a Network to UE Transparent Container in the Handover Request sent to the target gNB. Target gNB uses the new KgNB to derive AS keys and includes the Network to UE Transparent Container in a Target to Source Transparent container forwarded to the source gNB. UE derives new Kamf with the Network to UE Transparent Container and derive new KgNB from the new Kamf.
4
Conclusion
Observation 1: During S1 handover, NAS algorithm has a very small opportunity to be changed, NAS SMC procedure will have a very small opportunity to be performed after S1 handover.

Observation 2: If Kamf changed during N2 handover, there will be signalling overhead after N2 handover that NAS SMC, AS SMC and N2 procedure for triggering the AS SMC are needed, and increase the possibility of race condition.

Proposal: Target AMF includes a new KgNB and a Network to UE Transparent Container in the Handover Request sent to the target gNB. Target gNB uses the new KgNB to derive AS keys and includes the Network to UE Transparent Container in a Target to Source Transparent container forwarded to the source gNB. UE derives new Kamf with the Network to UE Transparent Container and derive new KgNB from the new Kamf.
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