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1
Decision/action requested

Accept pCR for inclusion into TS 33.501
2
References

[1]
TS 33.501 v0.7.0
3
Rationale

Clause 5.10 contains the following Editor’s Notes:

Editor’s Note: It is ffs whether the NOTEs on earlier generations should be kept.

Even though the notes were proposed by one of our long term delegates, we believe that there is no actual information value in these notes. We therefore propose to delete these notes.

Editor’s Note: Requirements on emergency calls are ffs. 

This Editor’s Note is replaced by requirements on unauthenticated emergency services stating that the system has to support it, with some exceptions for particular serving networks. Requirement is added at the end.
 Editor’s Note: Serving network authorization by the UE is ffs.

Serving network authorization by the UE was proposed by Nokia and LG at SA3#90 (and earlier). If SA3 decides to accept this contribution, the present contribution will have to be modified

4
Detailed proposal
*** Change ***

5.10
Authentication and Authorization


The 5G system shall satisfy the following requirements. 

Editor’s Note: Requirements on emergency calls are ffs. 

Subscription authentication: The serving network shall authenticate the Subscription Permanent Identifier (SUPI) in the process of authentication and key agreement between UE and network.


Serving network authentication: The UE shall authenticate the serving network identifier through implicit key authentication. 

NOTE: 
The meaning of ‘implicit key authentication’ here is that authentication is provided through the successful use of keys resulting from authentication and key agreement in subsequent procedures. 

NOTE: 
The preceding requirement does not imply that the UE authenticates a particular entity, e.g an AMF, within a serving network. 

UE authorization: The serving network shall authorize the UE through the subscription profile obtained from the home network. UE authorization is based on the authenticated SUPI.


Serving network authorization:

Serving network authorization by the home network: Assurance shall be provided to the UE that it is connected to a serving network that is authorized by the home network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful authentication and key agreement run.



Access network authorization: Assurance shall be provided to the UE that it is connected to an access network that is authorized by the serving network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful establishment of access network security. This access network authorization applies to all types of access networks. 

NOTE: A similar requirement is already satisfied in 4G for 3GPP-defined access networks.
Unauthenticated Emergency Services: In order to meet regulatory requirements in some regions, the 5G system shall support unauthenticated access for emergency services. This requirement applies to all MEs and only to those serving networks where regulatory requirements for unauthenticated emergency services exist. Serving networks located in regions where unauthenticated emergency services are forbidden shall not support this feature.
*** END of Change ***
�Dependency on other, yet unknown, contributions!





