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Decision/action requested

Accept this pCR and include it in TS 33.501
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3
Rationale

3.1
Removing Editor’s Note for Authentication Key Material
This pCR deletes the following Editor’s Note and the corresponding definition:

Authentication key material: Authentication keys and related parameters that are used to mutually authenticate the UE and network and provide other keys for use between the UE and network.

Editor’s Note: The term “network” used in the above definition needs to be clarified.
The Editor’s Note only refers to the term “network”, but actually the whole definition is vague, namely due to the following reasons (colour code corresponds to parts of the definition):

-
“Authentication keys”: Authentication keys in plural form seems to refer to integrity keys, such as IK in UMTS and kNASint in LTE. If a singular form was meant (e.g. authentication key), it would refer to the primary key or root key stored in the UICC and the AuC.

-
“Related parameters”: From the definition it is rather unclear what related parameters could mean. Are those all the parameters that go into the key derivation function or are these the key identifiers?

-
“That are used to mutually authenticate the UE and the network”: If this part of the sentence is meant to be limiting, authentication key material refers to only those keys that are used for authentication. Authentication involves RAND, AUTN, RES, and K. The question that now arises is how RAND, AUTN, and RES are part of the authentication key material when they are sent in clear over the air.
-
“Provide other keys for use between the UE and the network”: this states that the ‘authentication keys and related parameters’ are used to derive further keys, which includes all keys but the ones lowest in the key hierarchy and all parameters used to derive these keys. It’s not clear how this relates to what was said before.
Instead of repairing this definition, we propose to remove it completely and rewrite the text that relies on these definitions. The proposal is included below.
3.2
Further clean up of definitions

The following definitions also need a clean-up:

3.2.1
5G Security Context
5G security context: A state
 that is established locally at the UE and a serving network domain. At both ends "5G security context data" is stored, that consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access).

NOTE 1:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  
Proposal: The state that is established locally at the UE and a serving network domain and represented by the "5G security context data" stored at the UE and at a serving network. The "5G security context data" consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access.
3.2.2
Forward and Backward Security
Backward Security: In the context of KgNB key derivation
, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to compute any previous KgNB that has been used between the same UE and a previous gNB. 

NOTE: Although forward and backward security definition is in the context of KgNB, it is also applicable to other derived keys between a UE and other nodes in the 5G system, e.g., KAMF.

Proposal: the property that for an entity with knowledge of Kn, it is computationally infeasible to compute any previous Kn-m (m>0) from which Kn is derived. In the context of KgNB key derivation, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to compute any previous KgNB that has been used between the same UE and a previous gNB.
Forward Security: In the context of KgNB key derivation, for
ward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).

Proposal: the property that for an entity with knowledge of Km that is used between that entity and a second entity
, it is computationally infeasible to predict any future Km+n (n>0) used between a third entity and the second entity. In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).

3.2.3
Other
Security Anchor Function: it serves as the anchor for security in 5G.
Proposal: The network function that serves as the anchor for security in 5G
.
4
Detailed proposal

*** FIRST CHANGE ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions needs to follow the 3GPP drafting rules.
5G security context: Thestate that is established locally at the UE and a serving network domain and represented by the "5G security context data" stored at the UE and a serving network. The "5G security context data" consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access.

NOTE 1:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  
5G AS security context for 3GPP access: the cryptographic keys at AS level with their identifiers, the Next Hop parameter (NH), the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, and the counters used for replay protection. 

NOTE 2: NH and NCC need to be stored also at the AMF during connected mode.
5G AS security context for non-3GPP access: The key KN3IWF, the cryptographic keys, cryptographic algorithms and tunnel security association parameters used at IPsec layer for the protection of IPsec SA.
5G NAS security context: This context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. The distinction between native and mapped 5G security contexts also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the integrity and encryption keys and the identifiers of the selected NAS integrity and encryption algorithms.

Activation of security context: the process of taking a security context into use. 



Backward Security: The property that for an entity with knowledge of Kn, it is computationally infeasible to compute any previous Kn-m (m>0) from which Kn is derived. In the context of KgNB key derivation, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to compute any previous KgNB that has been used between the same UE and a previous gNB. 


CM-CONNECTED state: This is as defined in TS 23.501 [2]. The term CM-CONNECTED state corresponds to the term 5GMM-CONNECTED mode used in TS 24.501 [35].

CM-IDLE state: As defined in TS 23.501 [2]. The term CM-IDLE state corresponds to the term 5GMM-IDLE mode used in TS 24.501 [35].

Current 5G security context: The security context which has been activated most recently. Note that a current 5G security context originating from either a mapped or native 5G security context may exist simultaneously with a native non-current 5G security context.

Forward Security: The property that for an entity with knowledge of Km that is used between that entity and a second entity, it is computationally infeasible to predict any future Km+n (n>0) used between a third entity and the second entity. In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).

Full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. A full native 5G security context is either in state "current" or state "non-current".
Mapped 5G security context: An 5G security context, whose KAMF was derived from EPS keys during interworking and which is identified by mapped ngKSI.
Native 5G security context: An 5G security context, whose KAMF was created by a run of primary authentication and which is identified by native ngKSI. 

Non-current 5G security context: A native 5G security context that is not the current one. A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

Partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. A partial native 5G security context is created by primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".
RM-DEREGISTERED state: This is as defined in TS 23.501 [2]. The term RM-DEREGISTERED state corresponds to the term 5GMM-DEREGISTERED mode used in TS 24.501 [35].

RM-REGISTERED state: As defined in TS 23.501 [2]. The term RM-REGISTERED state corresponds to the term 5GMM-REGISTERED mode used in TS 24.501 [35].

Subscription Identifier De-concealing Function: This service is offered by the network function UDM  in the home network of the subscriber. The Subscription Identifier De-concealing Function (SIDF) is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.

Security Anchor Function: The network function that serves as the anchor for security in 5G.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.

*** SECOND CHANGE ***

6.2.2.1
Keys in network entities

Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall derive either CK' and IK' or KAUSF from from K and forwards the derived key(s) to the AUSF. Which keys the ARPF shall derive depends on the authentication method as specified in clause 6.1.3.


The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of this specification.
Keys in the AUSF
In case EAP-AKA' is used as authentication method, the AUSF shall derive a key KAUSF from CK' and IK' as specified in clause 6.1.3.1. 
The KAUSF may be stored in the AUSF between two subsequent authentication and key agreement procedures. 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.
Keys in the SEAF
The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF.

The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE: 
The SEAF is co-located with the AMF.

Editor’s Note: It is ffs whether the following is true: KSEAF is no longer needed after KAMF has been derived and can be deleted. This may change if SEAF becomes an entity deployed separately from AMF and where a SEAF can be connected to multiple AMFs. 

Keys in the AMF
The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall derive a key K’AMF from KAMF for transfer to another AMF set in inter-AMF mobility. The receiving AMF shall use K’AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer.  

Editor’s Note: it is ffs whether one or more instances of KNASint and KNASint are required at a time. 

The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.

-
the AMF shall generate KN3IWF and transfer it to the N3IWF. 

Keys in the gNB
The gNB receives KgNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from KgNB and /or NH.  

Keys in the N3IWF
The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.
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 Figure 6.2.2-1 Key distribution and key derivation scheme for 5G for network nodes
This ‘A state’ is pretty unclear actually.


�At least a bit weird to have a definition specifically for a particular context and then having a NOTE that explains it might be interpreted in a wider context…


�Now that we have changed backward security, we might just as well change the forward security definitions.


�If we know for sure that the second entity is always a UE we could change entity into ‘network element or network function’ and second entity into ‘UE’.


�We could also say, the network function that serves as the anchor for security in 5G and stores the KSEAF.
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