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1
Decision/action requested

It is requested to endorse the 5G agenda with sub-agenda items.
2
Rationale

At SA3# 89 it was decided to accelerate tdoc order creation by assigning agenda items to people and creating sub agenda items. The below is the result from an email discussion on this topic. The proposal is only to go to level 4 on the agenda, e.g. 7.2.3.1. and not 7.2.3.1.a.i. Those additional levels are for information and understanding in respect of the agenda items for SA3#90.
3
Detailed proposal

7.2.1 Key hierarchy (to be handled after the corresponding contributions were dealt with) (Alf)
1. Miscellaneous
2. Editorials
7.2.2 Key derivation (Alf)

1. Key derivation mobility related (first the proposals in mobility section need to be agreed.)

2. Key derivation NAS related

3. Key derivation AS related

4. Miscellaneous

5. Editorials

7.2.3 Mobility (Rajvel)

1.       Key derivations during handovers (Section 6.5 : Security procedures between UE and 5GC)
a.       Key derivations during handovers

b.      Key-change-on-the fly

            i.      NAS key re-keying

ii.      NAS key refresh       

2.       Security in AMF change between AMF sets 

a.       List of parameters to be transferred in AMF set change

b.      Key handling in AMF set change

c.       Procedures for security context transfer in idle mode mobility

d.      Procedures for security context transfer in handovers

e.      Rules on Concurrent Running of Security Procedures

3.       Security in AMF change within an AMF set

4.       Resolving Editor’s Notes in Section 8.3 (Access Stratum)

5.       Parameter/Message Name alignment

6.    Miscellaneous

7.    Editorials
7.2.4 AS security (Prajwol)

1.          Userplane open issues (bring proposals here)

2.          Userplane security (bring pCRs as per last agreements)

3.          RRC security

4.          Miscellaneous

5.          Editorials

7.2.5 NAS security (Siva)

1. Requirements
2. Protection of initial NAS message 
2.1 IEs to be sent in clear-text
2.2 Aligning with NAS Security Mode procedure 
3. NAS algorithm selection
4. NAS integrity and confidentiality mechanisms 
4.1 Integrity algorithms
4.1.1 NAS input parameters to integrity algorithm
4.1.2 Activation
4.1.3 Messages exempt from integrity protection 
4.1.4 NAS integrity failure handling
4.2 Confidentiality algorithms
4.2.1 NAS input parameters to confidentiality algorithm
4.2.2 Activation
4.2.3 Messages exempt from confidentiality protection
4.2.4 Mandating confidentiality protection for selected messages/IEs 
5. NAS Security Mode Command 
5.1 Detecting modification of uplink NAS messages sent before security activation
5.2 Handling SMC failure
5.3 Interworking related aspects
5.4 Others
6. NAS security handling during state-transitions
7. Multi-NAS security 
7.1 For UEs simultaneously registered on both 3GPP and non-3GPP access simultaneously in the same PLMN
7.1.1 Security contexts
7.1.2 Handling of NAS counts
7.1.3 NAS Security establishment
7.1.4 Key handling
7.2 For UEs simultaneously registered on both 3GPP and non-3GPP access simultaneously in different PLMN
7.2.1 NAS Security contexts
7.2.2 Handling of NAS counts
7.2.3 NAS Security establishment
7.2.4 Key handling
8. SMS over NAS
9. Miscellaneous
10. Editorials
7.2.6 Security context (Alf)
1. Multiple registrations

2. KDF agility

3. Intra-serving network handling

4. UE handling

5. Emergency call

6. Miscellaneous
7. Editorials
7.2.7 Visibility and Configurability (Alf)

1. Miscellaneous
2. Editorials
7.2.8 Primary authentication (Suresh)
1. 5G AKA over 3gpp/non3gpp access

2. EAP AKA’ over 3gpp/non3gpp access

3. Roaming/Multiple Authentication vectors

4. Authentication using EAP TLS

5. Enhancements to authentication (Diffie-Hellman proposals etc)

6. Authentication in Network sharing/limited deployment scenarios.

7. Editorial corrections
7.2.9 Secondary authentication (Zander)

1. MitM 

2. Incomplete procedure             

3. Efficiency / security improvement

4. Miscellaneous
5. Editorial and clarification

7.2.10 Interworking (Nagendra)

1. Idle mode 4G-5G

2. Idle mode 5G-4G

3. Handover 5GC-EPS

4. Handover EPS-5GC

5. Security context mapping

6. Miscellaneous
7. Editorials
7.2.11 non-3GPP access (Anand Palanigounder)

1. Miscellaneous

2. Editorials

7.2.12 NDS (Alf)

1. Miscellaneous

2.  Editorials

7.2.13 Service based architecture (Hans)

1. Interconnect (SEPP related)

a. Authorization for roaming scenarios

2. Protection of Attributes

3. Transport security (intra and inter-PLMN)

4. NF-NRF Authentication & Authorization

b. Registration

c. Discovery

5. NF-NF Authentication & Authorization

d. Service access 

e. Considering both NF and NRF

6.  Miscellaneous

7.  Editorials

7.2.14 Privacy (Prajwol)

1.           SUPI and LI

2.           SUCI and Schemes 

3.           SIDF

4.           Miscellaneous

5.           Editorials

7.2.15 incoming / outgoing LS

7.2.16 PLMN RAT selection (Todor)

7.2.17 others (Todor)

