[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #89	S3-173389
27 November- 1 December, 2017, Reno (US)	revision of S3-17xabc

Source:	Ericsson
Title:	Draft reply LS on security during Resume reject in INACTIVE state in NR
Document for:	Approval
Agenda Item:	7.2.4
1	Decision/action requested
Draft reply LS is provided.
2	References
 [1]	R2-1712052, LS on security during Resume reject in INACTIVE state in NR 
3	Rationale
RAN2 has sent an LS to SA3 on security during Resume reject in INACTIVE state in NR (R2-1712052). In the LS RAN2 posed the following questions to SA3. In the following the questions are analysed and proposed answers are provided. 
NR supports an RRC INACTIVE state, in which the UE is reachable by RAN or CN Paging.  When the UE in the RRC_INACTIVE state wants to send signalling or data, or receives the paging message, it will send a request message.  The request message is expected to include the UE RAN ID (I-RNTI) and an authentication token (similar to short MAC-I) (details of the token and number of bits available for this has not yet been discussed).  
In response to the request message from the UE (e.g., when the network cannot process the resume request  due to congestion), RAN2 agreed that the network can send a response message on SRB0 (i.e. without ciphering or integrity protection) with a wait timer. The UE will stay in RRC_INACTIVE and is not allowed to access the cell for the period of the wait timer. In LTE, the wait timer for normal UEs is max 16s and 30min for Delay tolerant devices.  No other INACTIVE related parameters/configuration is sent to the UE in this response message.  UE I-RNTI and security parameters are not updated either.
RAN2 respectfully asks SA3 to provide response to:
Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values.
Proposed answer:  The use of a wait timer seems acceptable from security point of view. If an attacker sends successive “reject” messages to the UE this can be compared to a jamming attack which goes away when the attacker goes away, but in this case with the delay of the value of the wait timer. 
The value of the wait timer should be balanced between two aspects. On one hand, the timer should be long enough so that the UE does not try to come to back too early to possibly congested network, and on the other hand, short enough so that the impact of a possible DoS attack is minimized.   
Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?
Proposed answer:  For the sake of simplicity, we assume that the shortMAC-I is calculated similarly as in LTE (i.e. based on target cell-ID, source PCI, source C-RNTI) and that the procedure includes messages Msg3, Msg4 and Msg5. An attacker (passive or active) who has seen the I-RNTI value and shortMAC-I could replay them in Msg3 to the network during the period of the wait timer. After sending Msg4 the network is expecting Msg5 from the UE. Since the attacker cannot produce a valid Msg5, the network should abandon the procedure (and possibly request NAS level recovery). 
The impact of the attack would then be that when the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the network will not recognize the I-RNTI (as it was already used) and the UE will be requested to do NAS level recovery.  Therefore, this is not considered a very serious replay attack as the system will recover from it with NAS level recovery. 
It should be noted that an attacker could have similar effect by dropping Msg4 or Msg5 as these would also result to NAS level recovery.

It is proposed to take the answers as a basis for a reply LS to RAN2. 

