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1
Decision/action requested

It is requested to discuss and add contents to the TR on ”Study on Supporting 256-bit Algorithms for 5G”
2
References

[1]
NIST Post-Quantum Cryptography Standardization, 2017. Available at
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-Quantum-Cryptography-Standardization
3
Rationale
NIST has initiated a process [1] to solicit, evaluate, and standardize one or more quantum-resistant public-key cryptographic algorithms. Just like the AES and SHA-3 competitions, the open and transparent competition has attracted leading cryptographers from around the world. The winners of the NIST competition will likely be used in wide range of protocols and standards. IETF has decided to wait with introduction of asymmetric Post-Quantum algorithms until the NIST competition is done and the working assumption is that IETF will incorporate the winning contribution in IETF standards such as TLS, IPsec, X.509, and SSH.

This contribution gives a short overview of the NIST Post-Quantum Standardization, in particular the timeline and the security evaluation criteria.

4
Detailed proposal 
*** BEGIN CHANGES ***
[XX]
NIST Post-Quantum Cryptography Standardization, 2017. Available at
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Post-Quantum-Cryptography-Standardization
*** NEXT CHANGE ***
Y 
NIST Post-Quantum Standardization

NIST has initiated a process [XX] to solicit, evaluate, and standardize one or more quantum-resistant public-key cryptographic algorithms. NIST intends to specify one of more publicly disclosed digital signature, public-key encryption, and key-establishment algorithms that are available worldwide, and are capable of protecting sensitive government information well into the foreseeable future, including after the advent of quantum computers.

Just like the AES and SHA-3 competitions, the open and transparent competition has attracted leading cryptographers from around the world. The timeline [XX] for the NIST competition is as follows:

Nov 30, 2017



Deadline for submissions

April 12-13, 2018

Workshop - Submitter's Presentations

3-5 years




Analysis Phase - NIST will report findings (1-2 workshops during this phase)

2 years later



Draft Standards ready

The evaluation criteria [XX] for the new Post-Quantum Secure algorithms are based on the security strengths offered by the existing NIST standards in symmetric cryptography, which NIST expects to offer significant resistance to quantum cryptanalysis. The categories are:

Category 1. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than those required for key search on a block cipher with a 128-bit key (e.g. AES128)

Category 2. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than those required for collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

Category 3. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than those required for key search on a block cipher with a 192-bit key (e.g. AES192)

Category 4. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than those required for collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

Category 5. Any attack that breaks the relevant security definition must require computational resources comparable to or greater than those required for key search on a block cipher with a 256-bit key (e.g. AES 256)

NIST recommends that submitters primarily focus on parameters meeting the requirements for categories 1, 2 and/or 3, since these are likely to provide sufficient security for the foreseeable future.
IETF has decided to wait with introduction of asymmetric Post-Quantum algorithms until the NIST competition is done and the working assumption is that IETF will incorporate the winning contribution in IETF standards such as TLS, IPsec, X.509, and SSH.
*** END OF CHANGES ***
