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1
Decision/action requested

To agree the proposed pCR for TS 33.XXX
2
References

 [1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs
[2]

3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
3
Rationale

TS 23.222 [1] defines the functional architecture and information flows to support Common API framework (CAPIF) for 3GPP Northbound APIs. Security procedures of CAPIF will be defined in CAPIF_Sec TS 33.abc. This document proposes security procedure for CAPIF-1e reference point. It proposed to SA3 to approve this pCR on CAPIF_Sec TS 33.abc.
4
Detailed proposal

****************** Start of Changes ************************
X.1
Security procedure on CAPIF-1e reference point
X.1.1
Authentication and Authorization
For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and API Invoker.
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. Guidance on certificate based mutual authentication is provided in 3GPP TS 33.222 [2], annex B.

The support of TLS on CAPIF-1e interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [17], Annex E. The mutual authentication shall be based on certificates according to the profiles given in TS 33.310 [17], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for these certificates is out of scope of the present document.

****************** End of Changes ************************

