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1
Decision/action requested

To agree the proposed pCR for CAPIF TS 33.cde
2
References

 [1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs
 [2]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
3
Rationale

CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4 and CAPIF-5 reference points are for CAPIF entities that are within PLMN trust domain. This document proposes NDS/IP specified mechanism for CAPIF reference points within a trusted domain. It is proposed to SA3 to agree this pCR for CAPIF TS 33.cde.
4
Detailed proposal

****************** Start of Changes ************************

X.Y
Security within PLMN Trust Domain

To ensure security of the interfaces between CAPIF entities within a trusted domain, namely CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4, CAPIF-5:

-
Secure communications over the TLS connection as specified in 3GPP TS 33.310 [2] shall be applied to secure messages on the reference points unless specified otherwise; and

-
3GPP TS 33.310 [2] may be applied regarding the use of certificates unless specified otherwise in the present document.
NOTE:
It is up to the domain administrator's policy to protect interfaces within the trusted domain.

****************** End of Changes ************************

