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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References
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3
Rationale

There are two features that are relevant for the interworking solution between 4G and 5G. These are the UE registration mode and the support of the N26 interface between MME and AMF. On the UE registration mode, it is namely the case that UE’s that support 5GC and EPC can operate in Dual Registration (DR) or Single Registration (SR) mode. As described in TS 23.501 [1] clause 5.17.2.1, in DR mode, the UE maintains two core-specific mobility and session contexts while in SR mode, the UE maintains only one.
Observation 1: UE’s supporting both registration modes can independently maintain and use two different security contexts, one for interacting with the 4G System and another one for interacting with the 5G System.

On the N26, TS 23.501 [1] states that it enables the exchange of UE context information and that is optional to support. In addition, it is stated that whenever interworking procedure with N26 interface is used, the UE operates in SR mode, that handover procedures use the N26 interface, and that For DR mode, the use of the N26 interface is not required. 
Observation 2: For networks not supporting the N26 interface and UE’s operating in SR mode, authentication is required in the target system to establish a new security context.

Table 1 below illustrates the different scenarios and the corresponding security solution.
	Registration Mode \ Support of N26
	N26 supported
	N26 not supported

	Single Mode
	The security mechanisms for idle and connected mode mobility described in TS 33.501 [2] under clause 9 and 9 are applicable.
	Authentication is required in target system to establish to establish a new security context (Observation 2)

	Dual Mode
	The support of the N26 interface is not required.

UE independently maintain and use two different secuiryt contexts (Observation 1)
	UE independently maintain and use two different secuiryt contexts (Observation 1)


This contribution proposes a new general subclause under clause 9 to capture the observations and to clarify in which scenarios the new security mechanisms are required.
4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
9.W
General

As described in TS 23.501 [2], in order to interwork with EPC, the UE can operate in Single Registration or Dual Registration mode. 

When operating in Dual Registration mode, the UE shall independently maintain and use two different security contexts, an EPS security context to interact with the 4G System and a 5G security context to interact with the 5G System. Therefore, during inter-system mobility, when the target system is EPS, the UE shall take into use the EPS security context and hence all the security mechanisms described in TS 33.401 [10] are applicable. In the other direction, i.e. when the target system is the 5GC, the UE shall take into use the 5G security context and hence all the security mechanisms described in this specification are applicable.

When operating in Single Registration mode, there are two cases depending on the support of the N26 interface between the AMF and the MME. In case the network does not support the N26 interface, the target system shall initiate an authentication procedure to establish a new security context. In case the N26 interface is supported, the security mechanisms described in all the subsequent subclauses are applicable.

***
END OF CHANGES
***
