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***** Start of Change *****
4
Security Requirements 

4.1
Requirements on SCEF – 3GPP Network Entity reference point 

The SCEF is controlled by the 3GPP operator or a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, the SCEF – 3GPP Network Entity reference point shall fulfil the following requirements: 

-
integrity protection, replay protection, confidentiality protection and privacy protection for communication between the SCEF and 3GPP Network Entity shall be supported;

-
mutual authentication between 3GPP Network Entity and SCEF shall be supported;

-
integrity protection and replay protection shall be used;
-
confidentiality protection should be used;
-
privacy of the 3GPP user shall be provided (e.g. IMSI/IMPI shall not be sent outside the 3GPP operator’s domain);
-
the 3GPP Network Entity shall be able to determine whether the SCEF is authorized to send requests to the 3GPP Network Entity;
-
the 3GPP Network Entity may be able to determine whether  authorization shall be per UE, or optionally per service per UE.

NOTE: 
How to achieve authorization per UE or per service per UE is specific to application and network configuration. For example, if the SCEF – 3GPP Network Entity reference point does not support such authorization, the SCEF may need to contact HSS before forwarding the request to the 3GPP Network Entity (or to the IWK-SCEF in case of roaming). The mechanism of such authorization is not specified in 3GPP standards.
The same security requirements apply also when applications operating in the trust domain access network entities (e.g. PCRF), wherever the required 3GPP interface(s) are made available, directly without going through the SCEF.
4.2
Requirements on Service Capability Exposure Function (SCEF)

The functionality of the Service Capability Exposure Function (SCEF) includes the following:

-
support ability to satisfy security requirements on SCEF – 3GPP Network Entity reference point in clause 4.1;
-    it shall be able to determine whether the Application is authorized to send requests for the 3GPP Network Entity, where authorization shall be per UE or optionally per service per UE. 
NOTE: 
SCEF may include authentication, authorization, and access control list management functionality or it may rely on the authorization decisions made by the 3GPP Network Entity via reference point SCEF – 3GPP Network Entity. The mechanism of such authorization performed by the SCEF is not specified in 3GPP standards. However, the mechanisms for asking authorization decision from the HSS by the SCEF are in the scope of 3GPP.
4.3
Requirements on SCEF – Interworking SCEF reference point

The requirements for the SCEF – Interworking SCEF reference point include the following:
-
the same integrity protection, replay protection, confidentiality protection and privacy protection requirements from clause 4.1 apply for the interface T7 between the SCEF and IWK-SCEF.
-
the IWK-SCEF shall be able to determine whether the SCEF in the HPLMN is authorized to send requests for the 3GPP Network Entity.
4.4
Requirements on MTC

The security requirements for MTC include the following:

-
MTC optimizations shall not degrade security compared to non-MTC communications 3GPP TS 22.368 [2]

4.5
Requirements on Tsp reference point

The Tsp reference point shall fulfil the following requirements:

-
integrity protection, replay protection, confidentiality protection and privacy protection for communication between the MTC-IWF and SCS shall be supported:

-
mutual authentication between two directly communicating entities in the security domains, in which MTC-IWF and SCS respectively reside, shall be supported;

-
the use of mutual authentication shall follow the provisions in TS 29.368 [4];

-
integrity protection and replay protection shall be used;

-
confidentiality protection should be used;

-
privacy shall be provided (e.g. IMSI shall not be sent outside the 3GPP operator domain).

4.6
Requirements on MTC-IWF

The functionality of the MTC-IWF includes the following:

-
support ability to satisfy security requirements on Tsp reference point in clause 4.5.
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