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* * * First Change * * * *

7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message. The primary purpose of the NAS SMC procedure is to securely establish a NAS security context between the UE and MME. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Attach Request and the TAU Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Attach or TAU Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from MME to UE shall contain the replayed UE security capabilities, the selected NAS algorithms, the eKSI for identifying KASME, and both NONCEUE and NONCEMME in the case of creating a mapped context in idle mobility (see clause 9.1.2). In the case of sending a NAS Security Mode Command during an Attach or TAU procedure (i.e. after receiving the Attach/TAU Request but before sending a response to that message) where the relevant Request message did not successfully pass its integrity protection, the MME shall calculate a HASHMME of the entire plain Request message and include the HASHMME in the NAS security mode command message. The MME shall calculate HASHMME as decribed in Annex I.2. This message shall be integrity protected (but not ciphered) with NAS integrity key based on KASME indicated by the eKSI in the message (see figure 7.2.4.4-1). 

The UE shall verify the integrity of the NAS Security Mode Command message. This includes ensuring that the UE security capabilities sent by the MME match the ones stored in the UE to ensure that these were not modified by an attacker and checking the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KASME indicated by the eKSI. In addition, when creating a mapped context for the case described in clause 9.1.2, the UE shall ensure the received NONCEUE is the same as the NONCEUE sent in the TAU Request and also calculate K'ASME from CK, IK and the two nonces (see Annex A.11). 

In addition if the NAS Security Mode Command message includes a HASHMME, the UE shall compare HASHUE with HASHMME. The UE shall calculate HASHUE as described in Annex I.2  from the entire plain Attach Request or TAU Request that it sends. 

NOTE 2:
The UE may calculate the HASHUE after it sends the Attach Request or TAU Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS security mode command message that includes a HASHMME.

If the MME receives no response to a NAS Security Mode Command that included nonces to create a mapped context and it wishes to try again to create the mapped context, the MME shall use the same values of NONCEUE and NONCEMME. 

If the UE receives a re-transmitted NAS Security Mode Command, i.e one containing the nonces, after it has successfully received a previous one (and hence created a mapped EPS NAS security context), the UE shall process the message as above, except that it is not required to re-generate the K'ASME or check the NONCE UE if it does not re-generate the K'ASME. 

If the checks of the NAS Security Mode Command pass the UE shall respond with a NAS Security Mode Complete. 

The UE shall delete NONCE_UE once the TAU procedure is complete.

If successfully verified, the UE shall start NAS integrity protection and ciphering/deciphering with this security context and sends the NAS security mode complete message to MME ciphered and integrity protected The NAS Security Mode Complete message shall include IMEISV in case MME requested it in the NAS Security Mode Command message. In addition if HASHUE and HASHMME are different, the UE shall include the complete Attach/TAU Request message (that the UE previously sent) in the NAS SecurityMode Complete message. 
NOTE3:
A failed Hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities that the MME sent in the NAS Security Mode Command message.

The MME shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the MME with this security context shall start after receiving the NAS Security Mode Complete message. NAS uplink deciphering at the MME with this context starts after sending the NAS Security Mode Command message. If the NAS Security Mode Complete message contains an Attach/TAU Request message, the MME shall complete the on-going Attach/TAU procedure by considering the contained Attach/TAU Request message as the message that triggered the procedure.

If any verification of the NAS Security Mode Command is not successful in the ME, the ME shall reply with a NAS Security Mode Reject message (see TS 24.301 [9]). The NAS Security Mode Reject message and all following NAS messages shall be protected with the EPS NAS security context, i.e., the EPS NAS security context used prior to the NAS Security Mode Command that failed (until a new EPS NAS security context is established, e.g., via a new NAS security mode command procedure). If no EPS NAS security context existed prior to the NAS Security Mode Command, the NAS Security Mode Reject message cannot be protected. 

NOTE4:
If the uplink NAS COUNT will wrap around by sending the Security Mode Reject message, the UE releases the NAS connection as specified in TS 24.301 [9] instead of sending the Security Mode Reject message. 
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Figure 7.2.4.4-1: NAS Security Mode Command procedure

* * * End of Change * * * *
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