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***********************START OF 1st CHANGE****************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Floor: Floor(x) is the largest integer smaller than or equal to x.

MCX:  Mission critical services where “MCX” may be substituted with the term “MCPTT”, “MCVideo”, “MCData”, or any combination thereof.

Privileged signalling: Signalling which allows an entity to remotely cause an intrusive action on a target client without the target user’s permission.
Authorised Identity: A SIP URI (e.g. MC Service ID) containing authorisation information.
***********************START OF 2nd CHANGE****************************
5.7.1
General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MC UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MC UE within the group shall be provisioned by the MC Key Management Server (KMS) with time-limited key material associated with the MC user as described in clause 5.3. The Group Management Server shall also be provisioned by the MC KMS with key material for it’s identity, and may also provisioned with key material for an Authorised Identity indicating that it has the role of a GMS and hence is able to create groups. 
The GMK is distributed from the GMS to a MC client using the security mechanism described in clause 5.2.2, transported over the SIP bearer. For GMKs, end-point diversity is required and hence the extension in clause 5.2.3 is applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.

The initiating entity shall be the initiating GMS. The initiating entity URI shall be the URI of the GMS (e.g. gp.manager@mcptt.example.org). The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MC ID of the terminating user.  The distributed key, K, shall be the GMK, the key identifier K-ID shall be the GMK-ID and the end-point-specific key identifier, UK-ID shall be the GUK-ID.

Clause E.3 provides MIKEY message structure for GMK distribution. 

5.7.2
Security procedures for GMK provisioning

This procedure uses a MIKEY payload to distribute a GMK from the GMS to the MC UEs within the group. The payload is transported as part of the 'Notify group configuration request' message defined in clause 10.1.2.7 of 3GPP TS 23.280 [36].

Figure 5.7.2-1 shows the security procedures for creating a security association for a group.
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Figure 5.7.2-1: Security configuration for groups

A description of the procedures depicted in figure 5.7.2-1 follows. For clarity, figure 10.1.5.3-2 in clause 10.1.5.3 of 3GPP TS 23.280 [36] is referenced.

0)
Prior to beginning this procedure the MC client shall be provisioned with identity-specific key material by a MC KMS as described in clause 5.3. The GMS shall also be securely provisioned with identity-specific key material for its identity and may be provisioned with key material for an Authorised Identity, indicating that it has the role of a GMS and hence is is authorized to create groups.

1)
The GMS shall send a MIKEY payload to MC clients within the group within a 'Notify group configuration request' message. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity (MCX service user ID) associated to the MC client and shall be signed by the GMS. The message shall also provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and sent in the MIKEY payload together with the encapsulated GMK. This process is shown in Figure 5.2.4-1.

2)
On receipt of a MIKEY message, the MC client shall check the signature on the payload, verify that the GMS is authorized to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. The MC client shall also extract the group identity, activation time and text from the encapsulated associated parameters in the payload using the GMK, and check that decryption is successful. This process is shown in Figure 5.2.4-2. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MC UE shall store the GMK, GMK-ID and GUK-ID and respond to the GMS with a 'Notify group configuration response' message.

To revoke a security context, the group management server repeats the above steps with the Status field of the GMK parameters indicating that the GMK has been revoked.

***********************START OF 3rd CHANGE****************************
7.3.3.1
General

In the GMK distribution procedures described in this clause, the GMS is provisioned with the same information as any MC UE by the KMS as described in clause 5.3; the only distinguishing feature is that the GMS may use an Authorised Identity indicating that it has the role of a GMS and hence is able to create groups.

Additionally, the only information the GMS requires to create the group are the MCPTT IDs of the group members. These two features combined allow groups to be created and keyed at any time, by any authorized entity.

Such flexibility is required to support a number of MCPTT group procedures within 3GPP TS 23.280 [36].

NOTE 2:
The dynamic group keying mechanisms may not support off-network scenarios.

***********************START OF 4th CHANGE****************************
9.6
Origin authentication and authorisation

9.6.1
General

The MC System contains signalling requests where a remote ‘requester’ causes a modification to the operation of the MC Domain, or an action to occur on a target MC client, potentially without that client’s permission. 

Clauses 9.3 and 9.5 describe how on-network signalling is protected hop-by-hop within the MC System. In an MC Domain which is interconnected or supporting migration, signalling may pass through multiple MCX Servers from the requester to the target client. Using hop-by-hop signalling security alone, the target’s MCX Server and the target’s client would be unable to check the identity of the requester, or whether the requester has permission to perform the action. This leaves the MC domain and MC client open to attack via misuse of signalling requests along the signalling path. 

For example:

a)
A Group Affiliation Status Update could originate from a MCX Server in a different domain to the Group Management Server. In this case the GMS requires information to ensure that the MCX Server has permission to modify the affiliation status of the requested user. 

b)
An Ambient Listening Request could originate from a different domain to the target user. The target’s MCPTT Server requires information to ensure that the originator is permitted to make the request.

c)
An off-network Call Setup Request. The target client requires information to ensure that the originator is permitted to make the request prior to responding to the request.

Consequently, a mechanism is required which authenticates and authorises signalling requests within the MC System. The subsequent clauses define the Element for Authenticating Requests (EAR), which is a signed element which may be attached to signalling requests across the MC System, both on and off-network. Where authorisation information is required to support the request, the requesting MC entity may use an Authorised Identity to sign the request.   
9.6.2
Origin authentication and authorisation in the MC System
9.6.2.1
Types of signalling
The purpose of authentication is to provide evidence to the receiver on the identity of the requester. The purpose of authorisation is to convey to the receiver that the requester has permission to take an action. In the MC System, MC client authentication and authorisation is primarily managed by the client’s MCX Server. The MCX Server uses the access token and CSK to authenticate the user’s MC client, and the user configuration to authorise the user’s MC client. However, local authentication and authorisation may be insufficient where the user or signalling is moving across domains. 
The additional authentication and authorisation mechanisms defined in Clause 9.6 may be attached to any signalling in the MC system, but in some specific cases, the mechanisms should be used. The following situations describe where the mechanisms defined in Clause 9.6 should be used in the MC system:

Case 1:
Privileged signalling sent within the MC System (e.g. Ambient listening request): Authentication should be provided by an EAR using an authorised user identity (MC Service ID). This allows the target’s MCX Server and MC client to assess whether the request is authorised.
NOTE 1: Privileged signalling is signalling which allows one client to remotely cause an intrusive action on a target client without the target user’s permission.

Case 2:
Signalling between network entities in separate MC domains (e.g. group call request from partner MCPTT server to primary MCPTT server). Authentication should be provided by an EAR using an authorised server/domain identity. This allows the receiving MC domain to confirm the requesting entity is a MCPTT server from a known partner MC domain.

Case 3: 
Signalling between a group client attached to a partner MC Domain and the Group Management Server. Authentication from the client to the server should be provided by an EAR using the user’s identity (MC Service ID). Authentication from the server to the client should be provided by an EAR using an authorised server/domain identity. 

NOTE 2:
An authorised user identity is not required in this case as authorisation of the MC client is provided by the user configuration document.

Case 4:
Signalling between the home network and a home client who has migrated to a partner MC Domain. Authentication from the client to the server should be provided by an EAR using the user’s identity (MC Service ID). Authentication from the server to the client should be provided by an EAR using an authorised server/domain identity. 

NOTE 3:
An authorised user identity is not required in this case as authorisation of the MC client is provided by the user configuration document.
Case 5:
Off-network signalling between MC clients. Authentication should be provided by an EAR using an authorised user identity (MC Service ID).
Where the request, containing a EAR, is routed via a MCX Server, the MCX Server should copy the EAR from the received request to the out-going request. Multiple EARs can be attached to a signalling message. For example, one EAR may be attached to authenticate the user making the request, and another may be attached to authenticate the domain sending the request on behalf of the user.
9.6.2.2
Privileged Signalling
All Privileged Signalling sent within the network should be authenticated and authorised using a EAR signed using an Authorised Identity (MC Service ID). The following are privileged signalling requests which should be explicitly authenticated and authorised:

-
MCPTT Private call request in automatic commencement mode (TS 23.379).

-
MCPTT Ambient listening call request (TS 23.379).

-
MCPTT Remotely initiated MCPTT call request, in unnotified mode (TS 23.379).

-
MCVideo Private call request (including private call, video pull and video push) in automatic commencement mode (TS 23.281).

-
MCVideo Remote video push request in automatic commencement mode (TS 23.281).

-
MCVideo Ambient viewing call request (TS 23.281).

-
MCData standalone data request for application consumption (TS 23.282).

-
MCData standalone session data request for application consumption (TS 23.282).

-
MCData session data request for application consumption (TS 23.282).

-
MCData group standalone data request for application consumption (TS 23.282).

-
MCData group data request for application consumption (TS 23.282).

-
MCData FD request with mandatory indication (TS 23.282).

-
MCData group standalone FD request with mandatory indication (TS 23.282).

9.6.2.3
Signalling between network entities across domains

Where signalling is sent across domains, the servers used to send the signalling should be authenticated and authorised using a EAR signed using an Authorised Identity, indicating the server’s role. within the MC domain. This ensures that only Group Management Servers are authorised to send group notifications, and only MCX servers are authorised to send key download messages. The following roles are used:

-
MCPTT Server

-
MCVideo Server

-
MCData Server

-
CS Proxy

-
IS Proxy

-
Group Management Server
The IS Proxy is authorised to authenticate the functions of a MCPTT Server, MCVideo Server or MCData Server towards another MC domain. The CS proxy is authorised to authenticate the functions of a MCPTT Server, MCVideo Server or MCData Server towards a MC client. Consequently, the addition of EARs may be performed at the edge of the MC domain.
9.6.2.4
Signalling between the GMS and the GMC

Where signalling is sent between the group management server and the group management client, the entity at each end should be authenticated and authorised using a EAR. The EAR from the GMS should be signed using an Authorised Identity, indicating the server is able to perform GMS functions. The GM client is not required to use an Authorised Identity. The following Group management messages should be explicitly authenticated and authorised:
9.6.2.5
Signalling between the MC domain and a migrated user
Where signalling is sent out of the domain towards a migrated MC client, the servers used to send the outbound signalling should be authenticated and authorised using a EAR signed using an Authorised Identity, indicating the server’s role. The server roles defined in Clause 9.6.2.3 shall be used.

The inbound signalling from the migrated client shall be authenticated and authorised using an EAR. The migrated MC client is not required to use an Authorised Identity.
This clause is applicable to all signalling sent to or from the migrated user.
9.6.2.6
Off-network signalling

All off-network signalling requests should be authenticated and authorised using a EAR signed using an Authorised Identity (MC Service ID). The client’s role should be explicitly authorised. The following roles are used:

-
MCPTT client

-
MCVideo client

-
MCData client
The client should be authorised to use any off-network functionality. Furthermore, the following are the off-network signalling requests which the client should be authorised to use:

-
MCPTT Group call announcement (TS 23.379).

-
MCPTT emergency alert announcement (TS 23.379).

-
MCPTT Call setup request (TS 23.379).

-
MCVideo Group communication announcement (TS 23.281).

-
MCVideo emergency alert announcement (TS 23.281).

-
MCVideo Private communication request (TS 23.281).

-
MCVideo Capability request (TS 23.281).

-
MCVideo Activity request (TS 23.281).

-
MCData standalone data request (Clause 7.4.3.3.2, TS 23.282).

-
MCData group standalone data request (Clause 7.4.3.4.2, TS 23.282).
9.6.3
Authorised Identities
9.6.3.1

Format of an Authorised Identity

Authorisation is conveyed using the MC entity’s SIP URI (e.g. MC Service ID) that is used to sign the EAR. This is known as the user/entity’s Authorised Identity. 

Within an Authorised Identity, authorisation information is contained within a SIP URI Header (known as an MC authorisation field). These are known as the authorisation fields. Authorisation fields are added to the SIP URI to provide information on the MC entity’s authorisations. Authorisation fields are name, value pairs. The value of the authorisation field provides a set of authorisations, formatted as a hexidecimal string.

Authorisation fields are defined in Annex I.3.

9.6.3.2
Obtaining an Authorised Identity
Authorisation is originally requested and provided by the IdM. If authorisation is granted, the IdM provides the authorisation information within the scope of an access token. The scope values contained within the access token are defined in Clause I.3.3.

The access token is provided to the KMS as defined in Clause 5.1. 

The KMS provisions the entity’s keys to the entity as defined in Annex D. As part of the key provisioning process, the KMS may provision the entity keys for multiple SIP URIs that are associated with the entity. 

If supported, where the scope of an access token contains one of the values defined in Clause I.3.3, the KMS provides multiple SIP URIs including authorisation fields in the SIP URI. Specifically, for each SIP URI associated with the entity, the KMS provisions:

-
Key material for the identity: the entity’s SIP URI (e.g. MC Service ID).

-
Key material for the Authorised Identity: the entity’s SIP URI with the applicable authorisation fields included.

The keyed entity may use either identity when signing within the MC System, (depending on whether it is configured to disclose its authorisations).

9.6.4
Element for Authenticating Requests (EARs)

9.6.4.1
Overview

When sending a sensitive signalling message, the requester creates the message as normal, then attaches an EAR to the message. The EAR contains the purpose and constraints of the request (type of request, restrictions on request, origin, destination) and is signed by the requester. When used correctly, the EAR should provide a definitive record of the ‘request that was made, including evidence that the request was not disproportionate.

9.6.4.2
The EAR information element
The EAR payload shall contain the following information elements:
Table 9.6.4.2-1: Element for Authenticating Requests Payload
	Information element
	Status
	Description

	Date/Time
	M
	The date/time of the request

	EAR ID
	M
	A unique identifier for the request

	Origin ID
	M
	The SIP URI associated with the requester. This will be the MC Service ID of the user or the PSI of the network entity.

	Target ID
	M
	The SIP URI associated with the intended receipient. This will be the MC Service ID of the user or the PSI of the network entity.

	Request Type
	M
	The type of request (e.g. Ambient Listening), including limitations to the request (e.g. maximum session length). Details of the Request Type IE are provided in Annex I.2.


The EAR payload shall be signed using the approach defined in Clause 8.5.5. The signed payload is attached to signalling messages as an EAR.
9.6.4.3
EAR authorisation
The contents of an EAR are defined in Clause 9.6.4.Y.

To add authorisation information to the EAR, the SIP URI associated with the requester shall be an Authorised Identity. The identity-based signature used to sign the EAR will be an Authorised Identity. The receiver processes the Authorised Identity to extract the requester’s authorisations, and confirms that the type of request within the EAR is permitted given the requester’s authorisations.

NOTE: The only entity that could create the signature, and hence the whole EAR, is an entity granted the means to sign using Authorised Identity. The KMS provides the means to sign using a specific SIP URI. By doing so, the KMS has provided authorisation to create the EAR signature and authorise the specific action.

9.6.5
Security procedures for origin authentication
9.6.5.1
General

Signalling in the MC System may use Elements for Authenticating Requests (EARs) for communicating origin authentication to the receiving entities. 
9.6.5.2
SIP signalling

9.6.5.2.1
General

A sender or processor of a SIP message may add an EAR to any SIP message to authenticate the origin of the message.
To add origin authentication to a SIP message, an application/vnd.3gpp.mc-signalling-ear MIME body is added to tbe message containing an EAR message as defined in Clause 9.6.4.2. Such requests are known as a "Origin authenticated SIP message".
Editor’s note: The MIME type application/vnd.3gpp.mc-signalling-ear as defined in this subclause needs to be registered in the IANA registry for Application Media Types. 
A SIP message may contain multiple application/vnd.3gpp.mc-signalling-ear MIME bodies.
9.6.5.2.2
Group affiliation and deaffiliation signalling

Group affiliation signalling requires the EAR to be transferred by the MC Server from the client’s request to the status update towards the GMS. The procedure is shown in Figure 9.6.5.2.2-1.
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Figure 9.6.5.2.2-1: MC service group affiliation procedure

In this procedure, an EAR should be attached to Step 1 and passed to the MC service server. The MC service server should copy the client’s EAR into the Group affiliation status update message, transmitted by the MC service server to the GMS in Step 5b. The MC service server may also add an additional EAR authenticating the MC service server itself towards the GMS. On receipt of the EAR(s), the GMS has the necessary information to authorise the request to modify group affiliations.
The same procedures apply to the de-affiliation process. In this case, client EAR should be copied into the Group de-affiliation status update.
9.6.5.3
Off-network signalling

An EAR may be attached to any MONP signalling message to authenticate the origin of the message. The message then becomes an authenticated MONP message. Table 9.6.5.3-1 defines an authenticated MONP message.
Table 9.6.5.3-1: Authenticated MONP message

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Original MONP message
	See Clause 15 in TS 24.379.
	M
	x
	x

	
	Element for Authenticating Requests
	EAR
Annex I.1.2
	O
	TLV-E
	3-x


9.6.5.4
Processing a received EAR

EARs may be processed by the receiver or routing network equipment to support an authentication and authorisation check on the signalling message. Clause 9.6.2 defines the types of requests where the EAR should be processed.
If supported by the receiver, upon receipt of a signalling message containing an EAR the receiver should:
1)
Validate the signature on the EAR based on the provided UID.

2)
Validate that the Target ID is associated with an apprpropriate user.
3) 
Check the date/time is within a recent window (e.g. 300 seconds) and the that a message with the EAR ID has not been already processed within that window.

4)
Validate that the Origin ID of the EAR produces the UID. 
5)
If the request requires authorisation, extract the authorisation fields from the Origin ID. Validate that the Request Type is authorised by the authorisation fields, and that the KMS URI in the signature is permitted to authorise this type of request.
6)
Verify that the Request Type corresponds to the SIP signalling message. 
7)
Verify that the Request Type parameters are not exceeded by the SIP signalling message.

8)
Process the SIP message as normal.
If EARs are not supported by the receiver, the EAR shall be ignored.
***********************START OF 5th CHANGE***************************
Annex I:
Authentication and authorisation formats
I.1
Elements for Authenticating Requests

I.1.1
General

I.1.2
Format of an EAR

I.2
Request types and parameters
I.3
Authorisation fields
I.3.1 
General
Authorisation fields are used to convey the entity’s authorisations within the entity’s SIP URI. They are a set of name, value pairs added as SIP URI Headers.
I.3.2
Authorisation field names
MC authorisation fields are encoded using the standard SIP URI Header mechanism (RFC 3261). After the ?, the fields are encoded as ampersand separated hname = hvalue pairs. Each authorisation hvalue is a bit field denoting the entity’s permissions. The bit fields are defined in Clause I.3.3. The bit field is encoded in hex within the SIP URI.

Table I.3.2-1 contains the defined SIP URI header names (hname) for the authorisation fields.

Table I.3.2-1: SIP URI Header name denoting a MC authorisation field 

	SIP URI Header name
	Purpose
	Table defining value bit-field

	mc-role-client
	Defines the authorised roles for the client
	Table I.3.2-1

	mc-role-server
	Defines the authorised roles for the network function/entity
	Table I.3.2-2

	mc-priv-mcptt
	Defines the authorised MCPTT privileged signalling.
	Table I.3.3-1

	mc-priv-mcvideo
	Defines the authorised MCVideo privileged signalling.
	Table I.3.3-2

	mc-priv-mcdata
	Defines the authorised MCData privileged signalling.
	Table I.3.3-3

	mc-offnet-mcptt
	Defines the authorised MCPTT off-network signalling.
	Table I.3.4-1

	mc-offnet-mcvideo
	Defines the authorised MCVideo off-network signalling.
	Table I.3.4-2

	mc-offnet-mcdata
	Defines the authorised MCData off-network signalling.
	Table I.3.4-3


I.3.3
Authorisation field values
I.3.3.1
General

The tables contained in this clause define the bit fields used for authorisation. In the tables, the byte ordering is left-most byte first. The bit ordering is least-signficant bit first.

The bit fields may be extended with further bytes in future specifications. Any bytes within the authorisation fields of a MC Service ID that do not correspond with a bit in a table below shall be ignored. The maximum length of a bit field shall be 1024 bits (or 256 hex characters).

I.3.3.2
Role authorisations

Table I.3.3.2-1: User role authorisations

	Byte
	Bit 
	Role authorisation
	Idm scope definition

	0
	0
	MCPTT client
	"3gpp:mc:auth:role:client:ptt"

	
	1
	MCVideo client
	"3gpp:mc:auth:role:client:video"

	
	2
	MCData client
	"3gpp:mc:auth:role:client:data"


Table I.3.3.2-2: Server role authorisations

	Byte 
	Bit 
	Role authorisation
	Idm scope definition

	0
	0
	Group Management Server
	"3gpp:mc:auth:role:server:gms"

	
	1
	CS Proxy
	"3gpp:mc:auth:role:server:cs_proxy"

	
	2
	IS Proxy
	"3gpp:mc:auth:role:server:is_proxy"

	
	3
	MCPTT server
	"3gpp:mc:auth:role:server:mcptt"

	
	4
	MCVideo server
	"3gpp:mc:auth:role:server:mcvideo"

	
	5
	MCData server
	"3gpp:mc:auth:role:server:mcdata"


I.3.3.3
Authorisations for priviledged signalling

Table I.3.3.3-1: MCPTT privileged signalling authorisations

	Byte 
	Bit 
	Privileged signalling authorisation
	Idm scope definition

	0
	0
	MCPTT Private call request in automatic commencement mode (TS 23.379).
	"3gpp:mc:auth:priv:mcptt:automatic_private_call"

	
	1
	MCPTT Ambient listening call request (TS 23.379).
	"3gpp:mc:auth:priv:mcptt:ambient_listening"

	
	2
	MCPTT Remotely initiated MCPTT call request, in unnotified mode (TS 23.379).
	"3gpp:mc:auth:priv:mcptt:unnotified_remote_call"


Table I.3.3.3-2: MCVideo privileged signalling authorisations

	Byte 
	Bit 
	Privileged signalling authorisation
	Idm scope definition

	0
	0
	MCVideo Private call request (including private call, video pull and video push) in automatic commencement mode (TS 23.281).
	"3gpp:mc:auth:priv:mcvideo:automatic_private_call"

	
	1
	MCVideo Remote video push request in automatic commencement mode (TS 23.281).
	"3gpp:mc:auth:priv:mcvideo:automatic_remote_video_push"

	
	2
	MCVideo Ambient viewing call request (TS 23.281).
	"3gpp:mc:auth:priv:mcvideo:ambient_viewing"


Table I.3.3.3-3: MCData privileged signalling authorisations

	Byte 
	Bit 
	Privileged signalling authorisation
	Idm scope definition

	0
	0
	MCData standalone data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_req"

	
	1
	MCData standalone session data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_standalone_session_req"

	
	2
	MCData session data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_session_req"

	
	3
	MCData group standalone data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_group_standalone_req"

	
	4
	MCData group data request for application consumption (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:sds:unnotified_group_req"

	
	5
	MCData FD request with mandatory indication (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:fd:mandatory_req"

	
	6
	MCData group standalone FD request with mandatory indication (TS 23.282).
	"3gpp:mc:auth:priv:mcdata:fd:mandatory_group_req"


I.3.3.4
Authorisations for off-network signalling

Table I.3.3.4-1: MCPTT Off-network signalling authorisations

	Byte 
	Bit 
	Off-network signalling authorisation
	Idm scope definition

	0
	0
	Permission to transmit MCPTT off-network
	"3gpp:mc:auth:offnet:mcptt:use"

	
	1
	MCPTT Group call announcement (TS 23.379).
	"3gpp:mc:auth:offnet:mcptt:group_call_announcement"

	
	2
	MCPTT emergency alert announcement (TS 23.379).
	"3gpp:mc:auth:offnet:mcptt:emergency_alert_announcement"

	
	3
	MCPTT Call setup request (TS 23.379).
	"3gpp:mc:auth:offnet:mcptt:call_setup_req"


Table I.3.3.4-2: MCVideo Off-network signalling authorisations

	Byte 
	Bit 
	Off-network signalling authorisation
	Idm scope definition

	0
	0
	Permission to transmit MCPTT off-network
	"3gpp:mc:auth:offnet:mcvideo:use"

	
	1
	MCVideo Group communication announcement (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:group_communication_announcement"

	
	2
	MCVideo emergency alert announcement (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:emergency_alert_announcement"

	
	3
	MCVideo Private communication request (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:private_communication_req"

	
	4
	MCVideo Capability request (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:capability_req"

	
	5
	MCVideo Activity request (TS 23.281).
	"3gpp:mc:auth:offnet:mcvideo:activity_req"


Table I.3.3.4-3: MCData Off-network signalling authorisations

	Byte 
	Bit 
	Off-network signalling authorisation
	Idm scope definition

	0
	0
	Permission to transmit MCPTT off-network
	"3gpp:mc:auth:offnet:mcdata:use"

	
	1
	MCData standalone data request (Clause 7.4.3.3.2, TS 23.282).
	"3gpp:mc:auth:offnet:mcdata:standalone_data_req"

	
	2
	MCData group standalone data request (Clause 7.4.3.4.2, TS 23.282).
	"3gpp:mc:auth:offnet:mcdata:group_standalone_data_req"


I.3.4
Example Authorised Identities
I.3.4.1
General

This clause contains examples of Authorised Identities using the names from Clause I.3.2 and the values from Clause I.3.3.

I.3.4.2
PTT User (on and off-network)

If a user has the following MC Service ID (without authorisation):

mc.user@example.org 

If the user is authorised to use a mcptt client, on and off-network (but no privileged signalling), then the IdM-provided access token sent to the KMS will contain the following values in the scope:

"3gpp:mc:auth:role:client:ptt"
"3gpp:mc:auth:offnet:mcptt:use"

"3gpp:mc:auth:offnet:mcptt:group_call_announcement"

"3gpp:mc:auth:offnet:mcptt:emergency_alert_announcement"

"3gpp:mc:auth:offnet:mcptt:call_setup_req"

The following is the user’s authorised MC Service ID:

mc.user@example.org?mc-role-client=01&mc-offnet-mcptt=0f  
If supported, the KMS shall provision keys to the user’s KM client for both the original MC Service ID and the authorised MC Service ID.

I.3.4.3
Dispatcher

If we assume a dispatcher has full permission to take any action (on-network) and the following MC Service ID:

mc.dispatcher@example.org 

Then the authorised MC Service ID is:

mc.dispatcher@example.org?mc-role-client=07&mc-priv-mcptt=07&mc-priv-mcvideo=07&mc-priv-mcdata=7f
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