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1
Decision/action requested

Approve the detailed content below (depends on a greement of S3-173249)
2
References

none

3
Rationale

The Diffe-Hellman solution deltailed in S3-173249 can be delivered over several transports.  This document detailed how this can be achieved.
4
Detailed proposal

(All content is new)
**********  Start of change   ***********************
9.X.2.3
Proposed message flow

Once the communications channel has been opened the following general message flow will allow the K/OPc to be updated securely:







Figure 9.4.2.3-1: General DH message Flow
Steps:
1. Initiate LTKUP process - The LTKUP process is initiated by the HSS (transport methods are detailed below).  This message includes ECDH ephemeral public exponent. This message, and subsequent messages in the handshake shall be integrity protected; the protection depends on the transport method applied. 

2. Initial LTKUP response - The USIM responds with the ECDH ephemeral public exponent. 

3. Both the USIM and HSS independently calculate ECDH shared secret.
4. Apply KDF to determine new K.  This KDF should include the last K (and ideally a hash of any previous Ks combined) as an input.

5. Run authentication procedure to verify the change of K

9.X.2.4
Transport over new Signalling protocol (Solution 4a)

In this option a new signalling protocol is designed between the HSS and the UE.  This signalling protocol would be specific for this purpose and would follow the proposed message flow above.

As this is a new protocol there would be limited support or none for this signalling in GSM, UTRAN and possibly LTE.   As the signalling is new, the home operator would not be able to rely on the visited network supporting this protocol so would not be able to depend on this being available while roaming.
9.X.2.5
Transport over USIM OTA protocol (Solution 4b)

In this option, the Diffe-Hellman exchange is transported by USIM OTA (3GPP TS 31.115 [x] and 3GPP TS 31.116 [x]).    This solution, whilst it is likely to need new USIMs to implement it, would work over all existing 3GPP technologies and when roaming. 

The HSS first communicates with the USIM OTA server to schedule the Initiate LTKUP process message.  The HSS provides the ECDH ephemeral public exponent and may format the message as an APDU.

The OTA server schedules and sends the Initiate LTKUP process message as a secure USIM OTA message (see TS 31.115[x]).  This could be achieved either by SMS or BIP as described in TS 31.111[x].  The USIM OTA security should be suitably strong and currently only AES with a key length equal or longer than the K being determined should be used.  Integrity shall be used. Counters shall be used. Ciphering is optional. The APDU could be a new standardised APDU or an extension of the AUTHENTICATE APDU.

The USIM Initial LTKUP response is returned either in the USIM OTA PoR message or by a separate USIM OTA message.  The USIM OTA security should be suitably strong and currently only AES with a key length equal or longer than the K being determined should be used. Other security requirements are as detailed above for the Initiate LTKUP process message.

Note: The K must not be changed until the response message has been acknowledged as sent, as the sending of the response may itself require authentication.

The next authentication will use the new K values (whether the counter is changed at this point is up to the HPLMN).  The SIM may trigger this authentication by taking an authenticatable action such as sending a USSD string.

When using this option care should be taken not to transport the initial K with the OTA keys or to update the OTA keys after issue (there are many standardised ways to do this).
9.X.2.6
Transport over USSD protocol (Solution 4c)

It is possible for a new protocol to be designed that is delivered over USSD for this purpose.  USSD is setup by the UE, can transport data messages of variable length and can keep a session live over many message exchanges.

As USSD strings originate from the UE, any solution based on USSD will need a means to trigger the USSD exchange.

As USSD messages are not secured, a security protocol will be needed to allow for integrity protection and replay attack resilience.

As the USSD data is not defined, a protocol for the LTKUP messages will need to be developed. 
9.X.2.7
Transport over BEST protocol (Solution 4d)

The BEST protocol (TS 33.163[x]) defines a secure protocol between the UE and the HPLMN.  This protocol can be used between the HSE in the HPLMN and the USIM by using BIP as defined in TS 31.111[x].

To initiate an LTKUP session a BEST session between the USIM and the HSE in the HPLMN will need to be setup by the USIM.  This USIM could do this as a result of an OTA trigger message or by some other means.

The BEST protocol provides a secure channel with cyphering, integrity protection and replay protection.  It is currently limited to 128-bit keys, so is currently not suitable for 256bit OpC values.

For BEST, a protocol for the LTKUP messages will need to be developed.
9.X.2.8
Transport over AUTHENTICATION protocol (Solution 4e)

The LTKUP messages may be transported in special AUTHENTICATE commands.  

To achieve this, the data from the HPLMN to the USIM is contained in the RAND and a bit indicating that this is an LTKUP message is in the AMF.  For messages from the USIM to the HPLMN the data is sent in an AUTS||MACS as part of a dummy re-synchronisation request.  This approach will allow 128 bits to be sent to the UE per authentication and 122 bits to be returned from the UE.

The AUTHENTICATE command provides integrity protection and replay protection, but not cyphering. The protocol for the LTKUP messages will need to be developed.  This protocol will need to integrity protect messages from the USIM to the HPLMN.

Authenticate commands are only sent by the VPLMN, so determining when the LTKUP update will happen is difficult and currently the VPLMN may discard quintets so the messages may never be delivered.
**********  Start of change   ***********************
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