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1
Decision/action requested

It is requested to approve the change proposed in this pCR.
2
References

[1] 


3GPP TR 23.733 v 15.0.0
[2] 


3GPP TR 33.303 v 14.0.0
3
Rationale

There is an Editor’s Note left in subclause 5.4.3 of TR33.843 as below:
The identity announced on in the restricted discovery message shall be protected from being understood by unauthorized UEs.

Editor’s Note: The identities need to be clarified.

All the solutions in [1] on eRelay discovery are enhancements of relay discovery defined in [2], so the identities announced in the restricted discovery shall be discussed and determined by SA2 or CT1. It is not in the scope of SA3. 

It is proposed to delete this Editor’s Note. 
4
Detailed proposal

*************** Start of Change ****************
5.4.3
Potential security requirements

The system should support a method to mitigate the replay attack for open and restricted discovery.

The system should provide a means of minimising the possibility of tracking of UEs based on the content of their discovery messages over time.
The system shall support the prevention of impersonation attacks.

The identity announced in the restricted discovery message shall be protected from being understood by unauthorized UEs.


The parameters for discovery shall be configured securely in the eRemote UE and eRelay UE.

*************** END of Change ****************
