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1
Decision/action requested

SA3 is kindly requested to approve the proposal pCR to be included in section 9 of TS 33.501 v0.4.0.
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Rationale

Resubmission of S3-172295 with revisions. 
As defined in [1], network that supports interworking with EPC may support interworking procedure using N26 or without N26 interface. Networks that support interworking procedures without N26 shall support procedures to provide IP address continuity on inter-system mobility to UEs operating in both single-registration mode and dual-registration mode.
When N26 interface is not supported, security information can’t be transferred between AMF and MME. This contribution provides the descriptions of security protection when interworking with EPC without N26 interface. 
4
Detailed proposal

*************** Start of Change ****************
9
Security of interworking
9.X
Interworking with EPC without N26 Interface

9.X.1
Mobility for UEs in single-registration mode
When the UE supports single-registration mode and network supports interworking procedure without N26 interface:

-
For mobility from 5GC to EPC, UE may perform Attach in EPC with Request type "Handover" or TAU with EPS GUTI mapped from 5G-GUTI. 
If the UE has a current EPS NAS security context, the UE shall include the corresponding eKSI value. The TAU Request or Attach Request shall be integrity-protected but not confidentiality-protected. The UE shall use the current EPS NAS security context algorithms to protect TAU Request message or Attach Request message.
In case the TAU Request or Attach Request is protected and the MME has the indicated EPS NAS security context, the MME shall verify the TAU Request message or Attach Request message. If the verification is successful, the UE and the MME share the current EPS NAS security context. 
If a current EPS NAS security context is not available in the UE, the UE shall send the TAU Request or Attach Request message unprotected.
If the TAU Request or Attach Request is not protected or the MME does not have the EPS NAS security context indicated by the eKSI in the TAU Request message or Attach Request message, or the EPS GUTI points to a source MME and the source MME returns an error cause after verifying the TAU Request or Attach Request, the MME shall treat the TAU or Attach Request message as if the EPS NAS security context did not exist, and initiate an AKA authentication procedure. 
· For mobility from EPC to 5GC, UE performs Registration of type "mobility registration update" in 5GC with 5G-GUTI mapped from EPS GUTI. 
If the UE has a current 5G NAS security context, the UE shall include the corresponding ngKSI value. The Registration Request shall be integrity-protected but not confidentiality-protected. The UE shall use the current 5G NAS security context algorithms to protect the Registration Request message. 

If a current 5G NAS security context is not available in the UE, the UE shall send the Registration Request unprotected.
In case the Registration Request is protected and the AMF has the indicated 5G NAS security context, the AMF shall verify the Registration Request message. If the verification is successful, the UE and the AMF share the current 5G NAS security context.

If the Registration Request is not protected or the AMF does not have the 5G NAS security context indicated by the ngKSI in the Registration Request, the AMF shall treat the Registration Request message as if the 5G NAS security context did not exist, and initiate an AKA authentication procedure. 
9.X.2
Mobility for UEs in dual-registration mode
For UE operating in dual registration mode, UE may register in both EPC and 5GC. When the UE supports dual-registration mode and network supports interworking procedure without N26 interface:

-
For mobility from 5GC to EPC, UE may attach in EPC ahead of PDU session transfer or perform Attach in EPC with "handover" indication in the PDN Connection Request message.


Attach Request message is protected and verified as described in section 9.X.1.
-
For mobility from EPC to 5GC, UE may register in 5GC ahead of any PDN connection transfer or perform Registration in 5GC with "Existing PDU Session" indication in the PDU Session Request message.

-
Registration Request message is protected and verified as described in section 9.X.1. 
*************** END of Change ****************
