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1. Overall Description
SA3 thanks RAN2 for its LS in S3-173023/R2-1712052 on reject scenario for INACTIVE. RAN2 has asked SA3 to provide response to:
“Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values.

Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”
After discussion in SA3, SA3 provides the following answers to RAN2, 

Answer 1 to Question 1:

For RAN2 wait time rejection scenario, it is vulnerable to a DoS security threat which can not be eliminated by increasing or reducing the value of the wait timer. In order to eliminate the DoS threat, the wait timer needs to be integrity protected.
Answer 2 to Question 2: 

For RAN2 wait time rejection scenario, it is vulnerable to replay security threat to the network if the UE reuses the same computation of shortResumeMAC-I as in LTE.
The contribution in the attachment has proposed a solution to solve the two problems. RAN2 could refer the solution when designs the resume procedure for INACTIVE.
2. Actions:

To RAN2 group.

ACTIONS:  SA3 kindly asks RAN2 group to take the above into considerations.
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