3GPP TSG SA WG3 (Security) Meeting #89
S3-173149
Nov 27 – Dec 1, 2017, Reno, USA
revision of S3-17xabc
Source:
Huawei, HiSilicon
Title:
Discussion on KAUSF in 5G AKA and EAP-AKA’
Document for:
Discussion and Approval

Agenda Item:
7.2.2
1
Decision/action requested

SA3 is kindly requested to:
1. Endorse the proposals in section 4

2. Address the companion contributions S3-173144, S3-173145.
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Rationale

The following decisions about KAUSF have been taken:

· In addition, the 5G security architecture, an authentication run may also result in a key called the KAUSF left at the   AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use (see clause 6.1.1.1 of TS33.501 [1]).
· The AUSF may generate a further key KAUSF from the key material received from the ARPF. This further key may be stored in the AUSF between authentication and key agreement procedures (see clause 6.2.2.1 of TS33.501 [1]).
Therefore we can understand one authentication run may leave a key called KAUSF at the AUSF. But the details that need to be specified, e.g., How to enable the feature. If it’s required, how to calculate the key KAUSF for 5G AKA and EAP-AKA’. It is meant that whether the KAUSF should be implemented for those two authentication methods. This issue is still a little unclear. Otherwise, it is difficult to resolve interconnection problems for UE and Core network functions. In addition, according to the decisions, we can assume that if the feature is optional to implement as specified in clause 6.1.1.1, it will somehow cause the interconnection problem. For example, the KAUSF is generated by UE already while core network functions don't generate this key correspondingly, in this case, it’s impossible to proceed the subsequent key derivations based on KAUSF. Thus, at first, how to enable this feature for UE and CN should be taken into account.
Proposal 1: SA3 should consider when to trigger this feature for UE and CN.
If this feature shall be implemented in some cases, there would be several different methods of generating the KAUSF, which also makes the specification confusing. Therefore, this paper discusses the possible options for deriving KAUSF for these two authentication methods.
5G AKA:
If it is needed, the following are the potential suggestions for deriving this key for 5G AKA. 
1. KAUSF is generated by the ARPF. In this case, there are several ways to derive the KAUSF.
· Option 1.1 ARPF generates KAUSF from K.
If the KAUSF is derived from the long term K directly, on UE side, it is a little difficult to derive the KAUSF in the USIM where the K is stored. On network side, the KAUSF is in the same level as CK, IK which should be deleted after the pair is used to derive Kasme. With the same reason, the ARPF should delete the KAUSF after it is forwarded to AUSF.
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Figure 1.1
· Option 1.2 ARPF generates KAUSF from CK, IK.
Option 1.2 can meet the backward compatibility better. That means, in UMTS and 4G LTE, CK, IK are necessary as the intermediary keys. If KAUSF is generated like this, the impact on UE and network is less than option 1.1. But another issue is that we should determine whether it is necessary to extend the authentication vector by adding KAUSF into it as well as Kasme*. In addition, generating KAUSF from CK, IK could achieve a certain consistency for 5G AKA and EAP-AKA’ since CK, IK are the mandatory keys for those two authentication methods.
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Figure 1.2
· Option 1.3 ARPF generates KAUSF from Kasme*. 
This option also implies that the KAUSF is generated from CK, IK. It seems no necessary to derive the key from Kasme* by ARPF after the Kasme* is sent to AUSF. Somehow, AUSF should be responsible for this derivation when it receives Kasme* for how to use and implement the KAUSF is optional. ARPF shall only consider all the authentication vectors. 
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Figure 1.3
According to the decisions, all these options above mean that ARPF shall forward the KAUSF to AUSF. It is not suggested that the KAUSF should be stored in ARPF after it is sent to AUSF. One reason is that if the KAUSF needs to be refreshed some time, storing the key in ARPF means that the ARPF also should take the refresh work, e.g. run a new authentication procedure; execute the KAUSF refreshment as well as AUSF. 
Observation 1: Based on the above analysis, if the KAUSF is generated by ARPF, ARPF needs to forward the KAUSF to AUSF.
2. KAUSF is generated by the AUSF
· Option 2.1 AUSF generates KAUSF from Kasme*. From security point of view, ARPF is located in the more secure place therefore too much procedures related to keys are not beneficial regarding that KAUSF will be used for further use case based on the operator’s policy. It is secure enough for AUSF generating new keys. As long as AUSF generates the KAUSF, it can determine the lifetime of this keys and make flexble usage of this key by itself.
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Figure 2.1
Proposal 2: The AUSF may generate a further key KAUSF from the key material received from the ARPF, i.e. Kasme* and other parameters.
EAP-AKA’:
Since the keys from K to CK, IK are the same with 5G AKA in ARPF, the option 1.1 and option 1.2 can be referenced for EAP-AKA’. More other considerations are as follows:

1. KAUSF is generated by the ARPF. 
· Option 3.1 ARPF generates KAUSF from CK’, IK’. The disadvantage is similar to option 1.3. 

[image: image5.emf]UE side Network side

K

CK,IK

ME

ME

ARPF

AUSF

CK’,IK’

K

AUSF


Figure 3.1
2. KAUSF is generated by the AUSF.
· Option 4.1 AUSF generates KAUSF from the 256bits of EMSK.
As we know, the purpose of EMSK is to be used for special scenarios and it’s optional to use. If the key KAUSF is the similar usage, it’s as a natural progression by such this derivation. On the other hand, KSEAF is generated from EMSK. It’s logical and simple for AUSF to derive two keys, i.e. KSEAF and KAUSF.
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Figure 4.1
· Option 4.2 AUSF takes the 256bits of EMSK as KAUSF.
Even if the KAUSF is the key that shall be left in AUSF, it is still necessary to distinguish from EMSK to some extent for different scenarios. 
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Figure 4.2
· Option 4.3 AUSF generates KAUSF from CK’,IK’
Since EMSK is the key left at AUSF which is derived from CK’, IK’, option 4.3 is a little redundant that CK’, IK’ are used to derive the other new keys that have the same role as EMSK.
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Figure 4.3

Proposal 3: In order to keep consistency for 5G AKA and EAP-AKA’, KAUSF shall be derived from CK’, IK’ directly during EAP-AKA’ run.
Regarding both 5G AKA and EAP-AKA’ are the authentication methods in UE and serving network, the 5G key hierarchy shall consider the consistency accordingly. Based on the above solutions, we prefer the option 2.1 and option 4.3 to be the candidate solutions. 

4
Detailed proposal

SA3 is requested to endorse the following proposals.
Proposal 1: SA3 should consider when to trigger this feature for UE and CN.
Proposal 2: The AUSF may generate a further key KAUSF from the key material received from the ARPF, i.e. Kasme* and other parameters.
Proposal 3: In order to keep consistency for 5G AKA and EAP-AKA’, KAUSF shall be derived from CK’, IK’ directly during EAP-AKA’ run.
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