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1
Decision/action requested

UDM requirements on long-term key management and privacy.
2
References
33.501 v.030
3
Rationale

We suggest to add a section on UDM requirements related to long-term key management and privacy.
4
Detailed proposal

****************** Start of changes ******************

5.5
Requirements on the UDM 
5.5.1 
Subscriber privacy


The long-term keys used for authentication and security association setup purposes shall be protected from physical attacks. 
The private key of the privacy related home network public/private key(s) shall be protected from physical attacks in the UDM. 
Keys stored inside a secure environment of the UDM shall never leave the secure environment except when done in accordance with this or other 3GPP specifications.
UDM shall hold the key identifiers of the privacy related private/public key pair(s).

Deconcealment of the SUCI shall take place in the physically secure environment of the UDM.

The home network private key used for subscriber privacy shall be used only in the secure environment for processing the SUCI. 

NOTE: If the private key would be transported outside of the secure environment for the processing, it would endanger the whole privacy feature.
****************** End of changes ******************
