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1
Decision/action requested

This pCR proposes a way to protect sensitive information transmitted between operators.
2
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3
Rationale

This section is same as described in document [2].

4
pCR

******************* START OF PCR *******************************************
7.1.2.3
Protection at the application layer



The protection applies, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations. In these situations, the sensitive information transmitted between operators, such as anchor key, privacy, subscription, session sensitive information, policy, and charging, etc. shall be protected based on the solution described in subclause 7.Y. Privacy includes location, SUPI, etc. Session sensitive information includes QoS, session type, etc.
******************* SECOND OF PCR *******************************************
** NOTICE TO EDITOR: NEW TEXT FOR THIS SECTION
****************************************************************************
7.Y
Security procedures on interfaces between operators – reference point presentation
7.Y.1
Inter-operator shared key negotiation procedure
If the messages sent to or received from an operator can be fully or partially protected, the operator is a secure operator, and the messages are fully protected by Security Gateway (SeGW) or partially protected by a new network function, called Inter-Operator Security Function (IOSF). The IOSF is used to protect sensitive information transmitted between operators.

The following figure shows the security procedure for inter-operator shared key negotiation between operators:
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Fig. 7.Y.1-1 Inter-operator shared key negotiation procedure between operators
7.Y.1.1
Originating part of inter-operator shared key negotiation procedure
When an IOSF receives a 5G-AIR message targeting to other operator, and the target operator is not a secure operator, the IOSF triggers the originating part of inter-operator shared key negotiation procedure by including DH public key of VPLMN, supporting algorithm list, and supporting DH groups in the 5G-AIR message.
When a 5G-AIA message with DH public key, selected algorithms, and selected DH group is received, the IOSF removes the DH public key, selected algorithms, and selected DH group from the 5G-AIA message, and includes a NAS SMC Control Indication (NSCI) in the 5G-AIA message. The NSCI is used to tell the AMF/SEAF that NAS SMC procedure is controlled by the IOSF.
After a 5G-AC message with RES* is received, the IOSF computes DH shared key from DH private key of VPLMN and the received DH public key. The IOSF un-masks the KASME* in the 5G AV as following

original KASME* = SHA-256 (RES* || DH shared key)  masked KASME*.

The IOSF sends a 5G NAS SMC procedure Request message (5G-NSR) to the AMF/SEAF, which includes the original KASME*.
The SEAF informs the AMF to perform NAS SMC procedure with the UE using the original KASME*. After NAS SMC procedure is done, the AMF informs the result of the NAS SMC procedure to the SEAF, and the SEAF sends a 5G NAS SMC procedure Acknowledge message (5G-NSA) to the IOSF, which includes the result of NAS SMC procedure.
If the result indicates that integrity check of the NAS SMC procedure is failure, the inter-operator shared key negotiation is failure, and the IOSF does not forward the 5G-AC message. If not, the inter-operator shared key negotiation is success, and the IOSF forwards the 5G-AC message to the target operator.

7.Y.1.2
Terminating part of inter-operator shared key negotiation procedure
When an IOSF receives an unprotected 5G-AIR message with DH public key, supporting algorithm list, and supporting DH groups, the IOSF triggers the terminating part of inter-operator shared key negotiation procedure by including a Shared Key Negotiation Indication (SKNI) in the 5G-AIR message. The SKNI is used to tell the AUSF/ARPF that inter-operator shared key negotiation procedure is triggered. The IOSF then removes the DH public key, supporting algorithm list, and supporting DH groups from the 5G-AIR message.
The AUSF and the ARPF selects 5G-AKA as the authentication method. The AUSF includes only one 5G AV and XRES* in the 5G-AIA message.
The IOSF may delay handling the 5G-AIA message if needed (e.g. different DH public key is received from the same serving network and the IOSF is busy). The IOSF selects credential algorithm and integrity algorithm from the received supporting algorithm list, selects DH group from the received supporting DH groups, and computes DH shared key from DH private key of HPLMN and the received DH public key. The IOSF masks the KASME* in the AV* as following

masked KASME* = SHA-256 (XRES* || DH shared key)  original KASME*.

The IOSF removes XRES* from the 5G-AIA message, and additionally includes DH public key of HPLMN, the selected algorithms, and the selected DH group in the 5G-AIA message.
When a unprotected 5G-AC message with correct RES* is received, the inter-operator shared key negotiation is success, and the IOSF forwards the 5G-AC message.

*******************END OF PCR*******************************************
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