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***** Start of Change *****
4.2.2.1.x Mobility binding
Requirement Name: MN-HA authentication extension validation for mobility binding during trusted non-3GPP access
Requirement Reference: TBA

Requirement Description: “The PDN-GW shall validate the MN-HA authentication extension” as specified in               TS 33.402, clause 9.2.1.1. 

Threat References: TBA
Security Objective Reference: TBA

Test Case:

Test Name: TC_PGW_MIP-AUTH_Non-3GPP
Purpose: To test whether the PGW validates the MN-HA authentication extension correctly. 
Pre-Condition: 

· The UE and PGW are connected in the test environment. UE is simulated.
· The tester has access to the S6b interface between the 3GPP AAA Server and the PDN GW.
· The tester has access to the MIPv4 FACoA based S2a interface between the PGW and UE.
Execution Steps: 
· The PGW (home agent for the UE) is active in a 3GPP access network. 

· The tester captures packets over S6b and S2a interfaces using any packet analyser.
· The tester filters the MN-HA Key transported in the authentication and authorization information from the 3GPP AAA server to PGW over S6b interface.
· The UE sends a Registration Request message to PGW via the trusted non-3GPP IP access network.
· The tester filters the Registration Request sent by UE to PGW and Registration Reply sent by PGW to UE over the S2a interface.

· The tester uses the SPI value in Registration Request to identify the MN-HA key to compute the Authenticator value of the authentication extension.

· The tester verifies that the computed Authenticator value is same as the Authenticator value in the Registration Request message.
· The tester also checks the Reply Code in the Registration Reply message to verify the correctness of the validation at PGW.

Expected Results:  
· The Reply code is ‘0’ in the Registration Reply message.

Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot contains the operation results.
***** End of Change *****
