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1	Decision/action requested
It is proposed to approve the changes for algorithm identifiers and values of TS33.501. 
2	References
[1]	3GPP TR 33.899
[2]           3GPP TS 23.501
[3]           3GPP TS 23.502
3	Rationale
Given there would be some overlap in clause 5.1.2, 5.2.2 and 5.3.2 in the current TS33.501, and the same as clause 5.1.3, 5.2.3 and 5.3.3, this contribution proposes to relocate such clauses to what we considered more appropriate target ones with merging these subclauses as 5.X.1 and 5.X.2 under the new clause 5.X. And this skeleton is similar to the clause 5.1.3 and 5.1.4 in TS33.401. In detail, the changes are:
1. Merging clauses 5.1.2, 5.2.2 and 5.3.2 into 5.X.1.
2. Merging clauses 5.1.3, 5.2.3 and 5.3.3 into 5.X.2.
3. Proposing the identifiers and names of new security algorithm for 5G NR, e.g. NEA0, where “N” stands for “next generation”, and all the proposed algorithms are the same as what are defined in LTE. 
In detail, it is proposed that UE, gNB and AMF shall implement the following 3 ciphering algorithms: 1) Null ciphering algorithm; 2) SNOW 3G based algorithm; 3) AES based algorithm. Meanwhile, UE, gNB and AMF may implement the ZUC based algorithm as the ciphering algorithm. Regarding the integrity algorithm, UE, gNB and AMF shall implement the following 2 integrity protection algorithm: 1) SNOW 3G based algorithm; 2) AES based algorithm. However, UE, gNB and AMF may implement the ZUC based algorithm as the integrity protection algorithm. In this contribution, an additional EN is added about whether the Null integrity algorithm is needed or not, such as EIA0 which is defined in TS33.401. 
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in TS33.501.

***********Beginning of the first change*************
[bookmark: _Toc483244692][bookmark: _Toc483315426][bookmark: _Toc483409296][bookmark: OLE_LINK64][bookmark: OLE_LINK65][bookmark: OLE_LINK36][bookmark: OLE_LINK37][bookmark: _Toc483597511][bookmark: _GoBack]5.X.1	 Algorithm Identifier Values
5.X.1.1        Ciphering Algorithm Identifier Values
All Identifiers and names specified in this subclause are for NR (New Radio). 
Each Ciphering Algorithm used for NR will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 
"00002"         NEA0               Null ciphering algorithm
"00012"         128-NEA1        128-bit SNOW 3G based algorithm
"00102"         128-NEA2         128-bit AES based algorithm
"00112"         128-NEA3         128-bit ZUC based algorithm
128-NEA1 is based on SNOW 3G and is identical to UEA2 as specified in [XX]
128-NEA2 is based on 128-bit AES [YY] in CTR mode [ZZ]
128-NEA3 is based on 128-bit ZUC and specified in [BB].
5.X.1.2         Integrity Algorithm Identifier Values
All Identifiers and names specified in thisthe present subclause are for NR (New Radio). 
Each Integrity Algorithm used for NR will be assigned a 4-bit. The following values for integrity algorithms are defined: 
"00002"         NIA0               Null Integrity Protection algorithm
"00012"         128-NIA1        128-bit SNOW 3G based algorithm
"00102"         128-NIA2         128-bit AES based algorithm
"00112"         128-NIA3          128-bit ZUC based algorithm
128-NIA1 is based on SNOW 3G and is implemented in the same way as UIA2 as specified in [XX].
128-NIA2 is based on 128-bit AES [YY] in CMAC mode [AA].
128-NIA3 is based on 128-bit ZUC and specified in [BB].
· Editor’s note: In LTE, EIA0 is accepted as the NULL integrity protection algorithm for emergency calls related procedure.  However, for 5G, the support for NIA0 is FFS.
************End of the first Change***************

***********Beginning of the second change***********
5.1	Requirements on the UE
[bookmark: _Toc483315427][bookmark: _Toc483409297]5.1.1	General
[bookmark: _Toc483315428][bookmark: _Toc483409298][bookmark: _Toc483597512]5.1.2	User data and signalling data confidentiality 
[bookmark: _Toc483315429][bookmark: _Toc483409299]5.1.2.1	Requirements on Support and Usage of Ciphering
The UE shall support ciphering of user data between the UE and gNB.
The UE shall support ciphering of RRC  and NAS-signalling.
The UE shall implement the following ciphering algorithms :
NEA0, 128-NEA1, 128-NEA2 as defined in 5.X.1.1.
Editor's note: The list of supported ciphering algorithms is FFS.
The UE may implement the following ciphering algorithms:
128-NEA3 as defined in 5.X.1.1.
Editor's note: The list of supported ciphering algorithms is FFS.
Confidentiality protection of the user data between the UE and gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.

[bookmark: _Toc483315430][bookmark: _Toc483409300][bookmark: _Toc483597514]5.1.3	User data and signalling data integrity 
[bookmark: _Toc483315431][bookmark: _Toc483409301][bookmark: _Toc483597515]5.1.3.1	Requirements on Support and Usage of Integrity Protection
The UE shall support integrity protection of user data between the UE and the gNB.
The UE shall support integrity protection of RRC and NAS-signalling.
The UE shall implement the following integrity protection algorithms:
128-NIA1, 128-NIA2 as defined in 5.X.1.2.
Editor's note: The list of supported integrity protection algorithms is FFS.
The UE may implement the following integrity protection algorithms:
128-NIA3 as defined in 5.X.1.2.
Editor's note: The list of supported integrity protection algorithms is FFS.
Integrity protection of the user data between the UE and gNB is optional to use. 
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:
Editor's note: The list of exceptions is FFS.
************End of the second Change***************

***********Beginning of the third change***********
[bookmark: _Toc483244694][bookmark: _Toc483315433][bookmark: _Toc483409303][bookmark: _Toc483597517][bookmark: _Toc483597519]5.2	Requirements on the gNB
[bookmark: _Toc483244695][bookmark: _Toc483315434][bookmark: _Toc483409304][bookmark: _Toc483597518]5.2.1	General
The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.
Editor's Note: The content may need to be updated after RAN decisions on split deployments of the gNB.
5.2.2	User data and signalling data confidentiality 
[bookmark: _Toc483597520]5.2.2.1	Requirements on Support and Usage of Ciphering
The gNB shall support ciphering of user data between the UE and the gNB.
The gNB shall support ciphering of RRC-signalling.
The gNB shall implement the following ciphering algorithms:
NEA0, 128-NEA1, 128-NEA2 as defined in 5.X.1.1.
Editor's note: The list of supported ciphering algorithms is FFS.
The gNB may implement the following ciphering algorithms:
128-NEA3 as defined in 5.X.1.1.
Editor's note: The list of supported ciphering algorithms is FFS.
Confidentiality protection of user data between the UE and gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc483597521]5.2.3	User data and signalling data integrity 
[bookmark: _Toc483597522]5.2.3.1	Requirements on Support and Usage of Integrity Protection
The gNB shall support integrity protection of user data between the UE and the gNB.
The gNB shall support integrity protection of RRC-signalling.
The gNB shall implement the following integrity protection algorithms:
128-NIA1, 128-NIA2 as defined in 5.X.1.2.
Editor's note: The list of supported integrity protection algorithms is FFS.
The gNB may implement the following integrity protection algorithms:
128-NIA3 as defined in 5.X.1.2.
· Editor's note: The list of supported integrity protection algorithms is FFS.
Integrity protection of the user data between the UE and gNB is optional to use.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:
Editor's note: The list of exceptions is FFS.
************End of the third Change***************
***********Beginning of the fourth Change***********
[bookmark: _Toc483597529]5.3	Requirements on the AMF
[bookmark: _Toc483597530]5.3.1	General
[bookmark: _Toc483597531]5.3.2	Signalling data confidentiality 
[bookmark: _Toc483597532]5.3.2.1	Requirements on Support of Ciphering
The AMF shall support ciphering of NAS-signalling.
The AMF shall support the following ciphering algorithms:
NEA0, 128-NEA1, 128-NEA2 as defined in 5.X.1.1.
Editor's note: The list of supported ciphering algorithms is FFS.
The AMF may support the following ciphering algorithms:
128-NEA3 as defined in 5.X.1.1.
Editor's note: The list of supported ciphering algorithms is FFS.
Confidentiality protection of the RRC-signalling and NAS-signalling is optional to use.
Confidentiality protection shoud be used whenever regulations permit.
[bookmark: _Toc483597533]5.3.3	Signalling data integrity 
[bookmark: _Toc483597534]5.3.3.1	Requirements on Support of Integrity Protection
The AMF shall support integrity protection of NAS-signalling.
The AMF shall support the following integrity protection algorithms:
128-NIA1, 128-NIA2 as defined in 5.X.1.2.
Editor's note: The list of supported integrity protection algorithms is FFS.
The AMF may support the following integrity protection algorithms:
128-NIA3 as defined in 5.X.1.2.
Editor's note: The list of supported integrity protection algorithms is FFS.
Integrity protection of the user data between the UE and gNB is optional to use.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:
Editor's note: The list of exceptions is FFS.
************End of the fourth Change***********
************Begin of fifth Change***********
[bookmark: _Toc390876644]2	References
……
[XX]	3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications" 
[YY]	NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "
[ZZ]	NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation".
[AA]	NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
[BB]	3GPP TS 35.221: "Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications".

************End of the fifth Change***********

