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1
Decision/action requested

This contribution dicusses the inputs to the NR security algorithms and proposes an editor’s note of the draft CR to capture the possible impact of changes to the input parameters from LTE.
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Rationale

In [2], RAN2 note that they are OK to use the same parameters as input to the NR security algorithms for EN-DC as are used in LTE. Unfortunately, there does seem as though there will be on difference as RAN2 have agreed that the LCID field will be 6 bits (see [3]) and there is usually a 1-1 mapping between LCID and the radio bearer. This suggest that the radios bearer ID will be lengthed to 6 bits for NR. This means that while the securityalgorithm choices can still be used, it is necessary to have a slightly different set of inputs to the algorithms. SA3 should informETSI SAGE of this change and requestin new algorithm inputs. It is proposed that such a request LS to ETSI SAGE should be include RAN2 so that RAN2 can inform ETSI SAGE directly if there are any other changes to the parameter or lengths of the parametersnote: contribution S3-172001 contains a proposed LS). The below pCR proposes to capture an editor’s note in the EN-DC draft CR to capture that while the security algorithm choice can remain the same, due to changes in the input parameters for NR compared to LTE, then need needs to be non-going work with RAN2 and ETSI SAGE to define new input paramters for the algorithms.
4
Detailed proposal

It is proposed that SA3 approve the below pCR as changes to the EN-DC draft CR [1].

**** START OF CHANGES ****

E.X.10
Protection of the traffic between the UE and SgNB
E.X.10.1
General

NOTE 1: Once the 5G security specification is ready, the below text may be replaced with something like "The ciphering and integrity algorithm for use between a UE and an SgNB are described in TS 33.501" and the below technical description may be moved to TS 33.501. 
As in LTE, the ciphering and integrity protection shall be applied between the UE and gNB at the PDCP layer.

The inputs to the integrity and ciphering algorithms are the same as the input for the algorithms in LTE. Both the UE and SgNB shall support the following algorithms

5G-EA0 which is the same as EEA0 for both RRC and UP confidentiality

5G-EA1 which is the same as 128-EEA1 for both RRC and UP confidentiality

5G-EA2 which is the same as 128-EEA2 for both RRC and UP confidentiality

5G-IA0 which is the same as EIA0 for RRC integrity protection

5G-IA1 which is the same as 128-EIA1 for RRC integrity protection

5G-IA2 which is the same as 128-EIA2 for RRC integrity protection

Both the UE and SgNB may support the following algorithms

5G-EA3 which is the same as 128-EEA3 for both RRC and UP confidentiality

5G-IA3 which is the same as 128-EIA3 for RRC integrity protection

5G-IA0 which is the same as EIA0 for UP integrity protection

5G-IA1 which is the same as 128-EIA1 for UP integrity protection

5G-IA2 which is the same as 128-EIA2 for UP integrity protection
Editor’s note: For NR PDCP, it is possible that the bearer ID will be 6-bits as opposed to the 5-bit bearer ID that is used in LTE. This means that while the NR security algorithms may be able to use the same core function as the LTE security algorithms, the input values will need to be different to account for a 6-bit bearer ID is used as an input. Discussion with ETSI SAGE (for the definition of the input) and RAN2 (to confirm the parameters) have started.
**** END OF CHANGES ****
