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1. Overall Description:

RAN WG2 in their LS R2-1706151 requested SA3 requested feedback from SA3 on security questions related to ENDC.
Please find below a discussion on the questions, embedded within the LS text. It is proposed to send a reply LS based on the answers below. 
“
1. Security keys in EN-DC

RAN2 has been discussing the different bearer types involved in EN-DC, also known as Option 3. Initially, four different bearer types were agreed; MCG bearer, MCG split bearer, SCG bearer and SCG split bearer, see figure below. As in Rel-12 Dual Connectivity, SCG bearers differ from MCG bearers because of the termination of PDCP, requiring different keys to be used. 
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In an effort to allow greater deployment flexibility and to reduce the number of Bearer Type change options, RAN2 has agreed the following:

1
The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer.

2
This PDCP protocol is specified in 38.323 (NR PDCP).

3
For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. FFS the maximum number of possible keys in the set . 

4 
The location of the PDCP entity is decided by the MN.

In particular for security, with #3 above, it was agreed to make the security key association to the termination point transparent (MCG or SCG) to the UE. Still, the network need to ensure security requirements are fulfilled, e.g. the same security key should not be used in separate PDCP termination points simultaneously, and whenever the PDCP termination point is changed, it requires a change of the corresponding security key.
The number of security keys is FFS in RAN2: 

1. a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 

2. a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or

3. a different key for each bearer
Observation: 

· Option1 (Different key per network termination point): This option makes the UE sensitive to the PDCP termination point on the network.

· In this option,

MCG and MCG split bearers use -> KeNB, 
 SCG and SCG split bearers use -> S-KeNB. 
If bearer changes from MCG to SCG, the UE would have to rekey. Rekeying results in temporary disruption of services to the UE. Since in ENDC, this bearer change is expected more often, this scheme would result in frequent rekeying and customer experience with frequent data/link disruption. Even if the MCG and SCG bearers are terminated in a PDCP layer hosted by a same Central Unit (CU) entity, this would still require different set of keys for MCG and SCG bearers. This doesn’t look ideal to achieve bearer simplification.
· Option2 (different key per bearer type): This option makes the UE sensitive to bearer type. 
MCG bearers use ->KeNB, 
SCG bearers use -> S-KeNB
MCG split + SCG split bearer use -> S-KeNB (this is possible because MeNB has access to S-KeNB).

In this scheme MCG and SCG bearers  have the same disadvantage as in Option1.

But if bearers are maintained as Split bearers, then there is advantage. If the bearers assigned to the UE are split bearers this wouldn’t result in too frequent rekeying. Hence performance wise this looks better than case 1) above. Since MeNB has access to both keys KeNB and S-KeNB, it is possible for MeNB to use S-KeNB for MCG split bearer and SeNB can uses- KeNB for all its bearers. There are no new security concerns because of this. (The other option using KeNB for SCG split bearer is not possible because SCG has no access to it.)

So using S-KeNB for both split bearers and non split SCG bearers effectively reduces frequent rekeying.

· Option3 (different key for each bearer): This option is particularly useful for cloud deployments using the CU-DU split. This option would help the UE and the network not to be sensitive to the termination of the bearer or bearer type. This would help the network manage the movement of the bearers individually.
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In a CU-DU split implementation, it is possible that the same CU may be hosting two PDCPs belonging to MCG and SCG, the DU and the Cell id are different because of the radios LTE and 5G. In this scenario, it doesn’t make much sense to differentiate the bearers are MCG and SCG, and to make the keys different based on this split. At the same time, it cannot be assumed that all implementations would be with a CU-DU split. Hence to have flexibility in deployment it is advantageous to have key per bearer instead of key per gNB. If there is a radio bearer change then only a rekeying would be needed. Or mobility can be managed at the individual radio bearer level not at the cell/gNB level common for all radio bearers. The advantage with this scheme is that during handover situations either all radio bearers could be moved one by one using the Dual connectivity scheme or move all the radio bearers together as it is done today. The choice can be based on the radio measurements for the UE and the cell implementation/ PDCP termination the cloud.
Q1.1: Is there any difference from security point of view between the options 1-3 listed above? 
A1.1: There are differences from security point of view for each of the options listed. To achieve bearer unification and simplification, option1 doesn’t look ideal to achieve bearer simplification. Option2 enhanced by using S-KeNB for both split bearers and non split SCG bearers effectively reduces frequent rekeying. Option 3 is particularly useful for cloud deployments using the CU-DU split, where a common CU hosts PDCP terminations points for different gNBs.
· .

2. Actions upon DRB IP check failure
Furthermore, RAN2 has also discussed UE and network behaviour upon DRB Integrity Protection (IP) check failure. IP check is performed at PDCP, and therefore the RAN2 preference is that in the case of a split bearer, the network and UE do not need to determine on which leg the IP check failure originated from. RAN2 also would like to point out that IP check failure might also occur in case of HFN desync.

RAN2 would like to ask following from SA3: 

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
A2.1: If DRB integrity check fails, the failed packets need to be discarded, they cannot be sent further up in the protocol stack. If the integrity check failure happened on a split bearer, there is no need to determine on which leg the failure happened. Integrity check failure may occur either because of packet insertion or due to transmission errors. If the integrity check failure happens beyond a defined threshold on a single DRB, then remedial actions such as suspending the DRB can be taken. 

Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

A2.2: If a group of DRBs or all DRBs are affected consistently beyond a threshold duration then only RLF or SCG failure need to be initiated.

Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 
A2.3: No there are no differences in behaviour for the DRB failure in MN vs SN, remedial action can be the same.

Further Analysis on Option1, option2, option3 based on observations/comments in S3-172002(QC), S3-171866(HW), S3-172032(Samsung), S3-171920 (China Mobile), S3-172056 (VF).

S3-172054 (NEC): “SA3 has already agreed, in the draft CR of TS 33.401, that no bearer-specific keys shall be defined for EN-DC. Usage of different keys for each bearer makes key derivation and handling at the UE very complex. Furthermore, in Option 2, the same key per bearer type is used in different termination points (in MeNB and SgNB) simultaneously, which is undesirable from security point of view. Thus, use of Option 1which considers different key per network termination point is recommended. “

S3-172002(QC): SA3 has not identified a reason to require the keys for bearers at a particular termination point to be different. In terms of proteting the data, all of the proposals can be made to work and provide the same security level. It should be noted that the first two require an input to the algorithms to ensure key stream uniqueness and avoid replay protection between bearers. As in LTE, this can be bearer ID which SA3 and RAN2 have agreed as input to the security algorithms (see [3]). This would simply require the same handling of bearer ID as in LTE DC. In terms of the type of having different types of bearer changes but Option 1 and 3 seems to minimise the cases when the keys are changed, i.e only when PDCP termination point of the bearer change node. Option 2 also requires changes when a PDCP termination point does not change but the type of bearer changes, which is not necessary from a security perspective. It should be noted that with Option 3, the UE would still know whether the PDCP terminates on the MeNB or SgNB by the choice of security algorithms. 
Option 3 seems to have additional complexity over Option 1 when the network wants to refresh the all the bearer keys as there will need to be be a fresh key generated for all bearers. Option 3 also require the UE to handle more keys and this increases the complexity of applying the security, as it is necessary to switch between keys and reduce the scope for optimisations based on using a single key. Option 1 also minimises the number of different keys that the eNB and gNB need to keep simultaneously. Option 1 is also the solution that is currently in the working draft of the CR [1] that is the working agreement of SA3 and hence SA3 should agree Option 1 as the approach to take. 
S3-172032(Samsung): “Observation 1: Currently based on SA3 agreed Key derivation mechanism for the EN-DC, key association to a termination point is not transparent to the UE for the cases of MCG bearer and SCG bearer (aligned with option (1)).

Observation 2: No security reason or benefit in hiding only the MCG/SCG split bearer termination point (particularly option (2)).

Observation 3: Option (2) and (3) requires major changes in the existing key derivation mechanism,   particularly to have unique mechanism for S-KgNB and KgNB derivation, as to make key association to a bearer/bearer type transparent.

Observation 4: From UE perspective, the complexity increases in deriving the keys and also in handling multiple keys (a different key per bearer/bearer type) without any security benefits.

Proposal 1:  In EN-DC, Security key per PDCP termination point i.e. 2 security keys is supported.

Proposal 2:  To reply RAN2 that option 1 (a different key per network termination point) is the preferred option from SA3 perspective.“
S3-181866(HW): “Observation 1: RAN2 WG is trying their best to reduce the impact of change among MCG split bearer, SCG split bearer and SCG

Observation 2: RAN2 WG aims to reduce the impact at the UE side.

Observation 3: By defining a common PDCP for MCG split bearer, SCG split bearer and SCG bearer, the change among MCG split bearer, SCG split bearer and SCG bearer can be transparent to the UE.
Observation4: The first option is not secure in case of changing MCG split bearer to SCG split bearer, because the MeNB will transfer the KeNB to the SgNB.

Observation 5: A new split-KeNB with the same derivation scheme that used for S-KeNB can meet the RAN2 WG’s requirement and there is no security problem.

Observation 6: A different key for each bearer introduces too many keys and key management complexity. 

The folowing proposals are identified:

Proposal 1: Inform RAN2 WG that the first choice is not secure if the change of termination point needs to be transparent to the UE, because KeNB or S-KgNB may need to be transferred back and forth between MeNB and S-gNB.

Proposal 2: Inform RAN2 WG that the second choice is secure if the split-KeNB is derived by KeNB and a counter.

Proposal 3: Inform RAN2 WG that the third choice is too complex.“

S3-171920 (China Mobile): “Conclusion: Option3 and option2 can fulfil the requirement that same key should not be used in separate PDCP termination point simultaneously. Option3 provides finer granularity for key generation than option2, however option3 is much more complicated. Option1 cannot fulfill the security requirement. Therefore, SA3 recommends RAN2 to adopt option 2.“
S3-172056 (VF): Editor’s Note: a more elegant procedure would be desirable, especially to handle the case of CU-DU split with PDCP located in a centralised unit.
Analysis: 
RAN2 is trying to reduce the bearer types and associated keys simplified. Currently there are 4 bearer types (MCG, MCG spli, SCG, SCG split). In option 3(EDCE5) deployments, it is possible that the UE moves between MCG and SCG frequently because of adjacent deployments. In the current scheme this would results in too much rekeying as the UE moves between MCG and SCG. Another important consideration is that in 5G definitely there will be CU-DU deployments and many of the CUs hosting the PDCP of the gNBs will be on the same cloud. In addition it is also possible that both PDCPs of MeNB and SgNB also may belong to the same RAN Network Slice. So the question to SA3 is can you help us to do better?
In this light let us analyze all the 3 options.

Option1(a different key per network termination point ): This is current DC solution from R12. During mobility this solution results in frequent rekeying, bearer types based on terminations are kept. Definitely in the cloud era with agreed CU-DU split architecture we can do better.

Option 2(a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers)): 
 This scheme if adopted straight, needs 3 keys, two keys as currently used and 3rd key for Split bearers. Do we really need another key (3rd) for split bearers, if they are terminated in either MeNB or SgNB? What is needed  is a key to be used for split bearers which may change their termination from MeNB to SgNB or vice versa. Since MeNB is in possession of S-KgNB, this key fits the purpose as key for Split bearers also, if MeNB decides so. This is definitely advantageous if the same CU is hosting the PDCP for the MeNB and SgNB. 
This can be  managed entirely by MeNB in the current scheme, without any need for additional signalling changes, as shown below, only parameter changes in the existing messages are needed.
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1) MeNB adds the SgNB by a SgNB addition procedure, SCG COUNT is sent to UE to derive S-KgNB and S-KgNB is sent to SgNB. 
2) The DRB is designated as SCG split bearer, the PDCP  termination is in SgNB, but bearer can go on both MeNB and SgNB (split bearer operation).UE and SgNB use S-KgNB to secure the DRB.

3) If the MeNB wants to change the DRB to a MCG split (PDCP termination point in MeNB), doesn’t want the UE to know the termination change, in this case MeNB will do a DRB change with SgNB, but the DRB id, DRB keys etc will remain same, Since MeNB is in possession of S-KgNB, this key designated as the Split bearer key can be seamlessly used.

So in option2, for both SCG bearers and Split bearer of both types S-KgNB would be used. In this scheme it is possible to have  system only two types of bearers MCG bearers, SCG+Split bearers. SCG+Split bearers use S-KgNB. 
This reduces the bearer types and associated key management to just two. In mobility, when UE moves between say eNB and NR back and forth, the mobility handling is purely in the cloud by the MeNB, signaling is much reduced, key remains same. 
Conclusion: Option 2 is possible within the existing DC security definitions, only change is MeNB manages all the DRBs using SKeNB for split bearers and SCG bearers. Use of SKgNB as the key for both Split bearers+ SCG bearers reduces the number of keys to two. This will reduce rekeying when there are mobility changes between MeNB and SgNB.
Option 3: Case for option3 is slightly different. The problem with Option1 and option2 is that, when there is rekeying because of say one DRB, all DRBs are affected. This rekeying while there is frequent transmission affects performance. Also rekeying uses self handover. So an alternative is, instead of treating all RBs together, treat them individually for rekeying as well as handover. Of course if the source and target gNBs are two physically different termination points, all DRBs have to be moved and there is discontinuity. So if the key is per DRB, this gives much flexibility to MeNB to manage rekeying and handover to a logical gNB without service disruption. 
Does it add to the complexity? not really.  Currently each DRB has a context to maintain and the Key of DRB (KRB) becomes one more element. 
Advantages: If there is a RB termination change due to mobility, when to rekey is under discretion of MeNB. If the security domain doesn’t change during mobility, there need not be rekeying. Also it is possible to rekey per bearer or move a bearer between MCG or SCG, effectively reducing the number of rekeying required.  Hence this option gives much more freedom and efficiency to support mobility in CU-DU split and cloud implementations.  Note also that the current rekeying of all bearers together can still be supported too.
Key computation: Will the key computation more complex? Not necessarily, for example, currently the key stream is generated from {KUPenc, DRBid, COUNT, Direction}, this can remain same. In the new scheme, first a Key for DRB, KRBi is to be derived using {KeNB, DRBid, ReKey#}. Encription and Integrity keys would derived from KRBi. Key stream  would be generated using {KRBi enc, DRB id, COUNT, Direction}, ie. Store KRBi enc in UE context and use it instead of KUPenc in key stream generation. It can be done without much complexity. Only difference would be use of KRBi enc / KRBi int  in place of common  key KUPenc/KUPint in the key stream. The RB specific key, KRBi enc / KRBi int can remain as part of DRB context once computed. 
Conclusion: Option3 is also manageable within the existing DC scheme with an additional key computation. In a co-located CU-DU implementation in the cloud, it gives much more efficiency and control for the MeNB. This is advantageous during bearer change or mobility effectively reducing rekeying instances.
Recommendation: Recommend to RAN2 that option 2 and option3 are very much feasible to support without security drawbacks and clear mobility advantages.
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