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Abstract:
This pCR aims at initiating the discussion on input parameters for key derivation in 5G.
1
Discussion
A key derivation function (KDF) is a function with which an input key (key derivation key) and other input data are used to derive keying material that can be employed by cryptographic algorithms to derive an output key. The key derivation key may be generated by a cryptographic random bit generator or by a key-establishment process.
The keying material derived from a given key derivation key could subsequently be used as one or more key derivation keys to derive still more key derivation keys. In this way, a key hierarchy could be established. In a key hierarchy, a KDF is used with a higher-level “parent” key derivation key (and other appropriate input data) to derive a number of lower level “child” keys. 
The security strength of the KDF lies in the computational complexity associated with recovering certain secret and/or security-critical information concerning a given cryptographic algorithm from known data (e.g. plaintext/ciphertext pairs for a given encryption algorithm). The security strength of a key derivation function is measured by the work required to distinguish the output of the KDF from a bit string selected uniformly at random from the set of all bit strings with the same length as the output of the KDF, under the assumption that the key derivation key is the only unknown input to the KDF. 

An improperly defined key derivation function can make the derived keying material vulnerable to attacks.
The input parameters that are used to derive keys must be selected in such a way that the derived keys have the properties of key freshness (similar to definition in TS 33.102), forward security (similar to definition in TS 33.401), backward security and key separation. 5G systems are expected to provide mechanisms for re-keying, re-derivation of keys and refresh of keys.
The security requirments for key derivation are:
· Input parameter(s) shall be selected in such a way that key stream re-use is avoided.
· There shall be a mechanism by which security keys shall be refreshed. 
· The keys shall have the property of backward and forward security.
· The 5GS shall implement strong backwards key separation towards EPS.

The 5GS shall implement strong backward key separation towards EPS. It is indispensable that the input parameters used for key derivation in 5G are studied and evaluated. These parameters may be 
A) The same as those used in LTE. 

B)    Similar to those used in LTE with additional parameters. 

C)    Completely different from LTE.
The 5G Key hierarchy, based on interim agreements in Key Issue #1.7 in TR 33.899, shall have additional keys and/or intermediate keys when compared with LTE. In this case, using the same parameters as LTE (option A) is not applicable.

Option B proposes to re-use LTE parameters, wherever applicable, and bring in additional parameters wherever necessary.

Considering option C (completely new parameters for key derivation) would bring about drastic changes in the implementation at both the UE and the network side, making the transition more complex and expensive.
2
Conclusion

The importance of studying and evaluating various input parameters to be used to derive keys is highlighted in this discussion paper. 

Of the three options, option B provides room for contingency in terms of re-using LTE parameters and also provides the flexibility to incorporate new parameters to derive new keys and additional parameters (if any) to improve security. 
The interim agreements on input parameters to derive 5G keys are captured in S3-172047.
