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Abstract:
This pCR proposes the Security Mode Command Procedure to establish NAS Security in 5G to clause 6.3 of TS 33.501.
1 
Rationale

The interim agreement in clause E.1.5.2 of TR 33.899 states that 

"There shall be a single termination point for integrity protection for all NAS messages, including MM and SM messages. This point shall be the AMF. "

The interim agreement in clause E.1.6.2 of TR 33.899 states that 

"There shall be a single termination point for confidentiality protection for all NAS messages, including MM and SM messages. This point shall be the AMF. "

It is clear from these interim agreements that AMF shall be the single point of termination for confidentiality and integrity protection for all NAS messages in Phase 1. Based on the above mentioned agreements, this pCR proposes the NAS Security Mode Command procedure to clause 6.3 of TS 33.501.

2
Detailed proposal

******************START OF CHANGE**********************
6.3
Security negotiations

6.3.1

NAS Security Mode Command procedure
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Figure 6.3.1-1: NAS Security negotiation
The NAS SMC procedure, shown in Figure 6.3.1-1, shall be used to establish NAS Security context between the UE and AMF. This procedure consists of a roundtrip of messages between the AMF and UE. The AMF shall send the NAS Security Mode Command to the UE and the UE shall respond with the NAS Security Mode Complete message. 

The NAS Security Mode Command message from AMF to UE shall contain the replayed UE security capabilities, the selected NAS algorithms, the allowed NSSAI, the <5G key set identifier> and <other parameters>. NAS uplink deciphering at the AMF with the new context shall start after it sends the NAS Security Mode Command message.

Editor's Note: The security parameters that are sent by the AMF in the NAS Security Mode Command message to the UE will be added in place of <other parameters>.
Editor's Note: Handling NAS Security Mode Command during a registration or mobility registration update where the relevant request message does not successfully pass its integrity protection is FFS.
Upon receipt of the NAS Security Mode Command, the UE shall verify the integrity of the message. This includes ensuring that the UE security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and checking the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key. 

If the NAS Security Mode Command message is verified successfully, the UE shall start NAS integrity protection and ciphering/deciphering with the new security context and shall send the ciphered and integrity protected NAS Security Mode Complete message to AMF. 

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message.  

********************END OF CHANGE***********************
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