Page 1



3GPP TSG-SA WG3 Meeting #88 
S3-172023
Dali,China, 7-11 August 2017
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.246
	CR
	0194
	rev
	-
	Current version:
	14.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Corrections to xMB security aspects

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	S3

	
	

	Work item code:
	AE_enTV-MI_MTV
	
	Date:
	2017-07-27

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14


	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	SA4 have stated that support for two levels of authorization (domain based and user based) over the xMB reference point is needed (see SA4 LS S4-170725 / S3-171727).

	
	

	Summary of change:
	It is clarified that for domain based authorization, subject field of the Content Provider certificate shall identify the domain and for user based authorization, subject field of the Content Provider certificate shall identify the user (or the machine). The BM-SC uses the subject field to perform further authorization checks after the authentication.

	
	

	Consequences if not approved:
	Unclear specification on how the BM-SC performs authorization checks.

	
	

	Clauses affected:
	O.2

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** START OF CHANGES ****
Annex O (normative): Security aspects of xMB reference point between Content Provider and BM-SC
O.1
General

The xMB reference point and related stage 2 protocol procedures are defined in TS 26.346 [13]. The present Annex specifies the security aspects of the xMB reference point.

O.2
Protection of the xMB reference point 

The control plane (xMB-C) shall use TLS and the user plane (xMB-U) shall use TLS for TCP-based transport and DTLS for UDP-based transport as is specified in the following:

The profile for TLS and DTLS implementation and usage shall follow the provisions given in TS 33.310 [31], Annex E. Certificate based mutual authentication using TLS or DTLS between a BM-SC and a Content Provider shall be based on certificate profiles in clauses 6.1.3a and 6.1.4a in TS 33.310 [31]. After the successful mutual authentication, the BM-SC may perform authorization checks based on the subject field of the Content Provider certificate. For domain based authorization, the subject field shall identify the domain of the Content Provider and shall be used by the BM-SC for domain level authorization checks. For user based authorization, the subject field shall identify the user (a human user or a machine) and shall be used by the BM-SC to perform user level authorization checks. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.
**** END OF CHANGES ****
