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1
Decision/action requested

This pCR proposes a normative text for the AMF key derivation/refresh
2
References

None
3
Rationale

Key derivation and the corresponding key hierarchy for each serving system can be represented as follows.

· 5GS key hierarchy

KAUSF -> KSEAF -> KAMF -> KAN (or KgNB) 

where “->” implies the LHS key derives the RHS key but not the other way.

In 5GC in general (i.e. not retricted to Phase 1), KSEAF is the anchor key in the serving network. If a deployment separates the SEAF and AMF, the KSEAF is not shared between AMFs at an event triggering AMF relocation. This enables security isolation between AMFs such that a compromise of one AMF does not compromise the entire system security. In 5G phase 1, it is decided that the SEAF is collocated with AMF, hence KSEAF is maintained by the AMF assuming the AMF is deployed in a secure location. However, the key hierarchy and derivation need to consider separation of SEAF and AMF. When such separation happens, it is desired that forward and backward security is guaranteed between AMFs during the AMF relocation. This can be achieved by having each AMF to obtains a AMF key for a UE from the SEAF.

The corresponding procedure and key derivation is as follows.
When AMF relocation happens, i.e., the UE is moving from a source to target AMF due to either idle or connected mobility, the source AMF may not want to pass the current KAMF that is used by itself to the target AMF or the target AMF may not want to use the KAMF used at the source AMF due to the AMF residing in different security domains. The target AMF sends a key request to the SEAF with the UE identity. The SEAF locates the UE security context based on the UE identity and derives a new KAMF for the target AMF.
For forward and backward security, a new KAMF is derived based on at least KSEAF and a counter as follows.

KAMF = KDF(KSEAF, KEY COUNT, CTX)

where KEY COUNT is a part of UE security context managed by the SEAF that is initialized when the SEAF receives a KSEAF from AUSF and incremented by 1 when a new KAMF is derived. The CTX is an additional bit string that indicates the key usage, e.g., intra-domain AMF relocation, inter-system mobility. The CTX could also be used to authorise different properties of a KAMF if this is considered desirable.
NOTE: In case that SEAF and AMF are collocated, the source AMF provides the UE security context including KSEAF(s) and 5G-KSI(s) stored in the collocated SEAF to the target AMF. The UE security context is stored in the collocated SEAF in the target AMF. In this scenario, forward and backward security is not provided.

The SEAF provides the KAMF along with the KEY COUNT to the AMF. When using the new KAMF to derive a NAS security context, the NAS SMC must contain the KEY COUNT. 
4
Detailed proposal
It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.
***
BEGIN OF FIRST CHANGE
***
6.2 Handling security contexts within the serving network
6.2.x
KAMF derivation/refresh

A new KAMF is derived based on at least KSEAF and a counter as follows.

KAMF = KDF(KSEAF, KEY COUNT, CTX) 
(1)
where KEY COUNT is a part of UE security context managed by SEAF that is initialized when SEAF receives a KSEAF from AUSF and incremented by 1 when a new KAMF is derived. The CTX is an additional bit string that indicates the key usage, e.g., intra-domain AMF relocation, inter-system mobility. The CTX could also be used to authorise different properties of a KAMF if this is considered desirable.

NOTE: in case that SEAF and AMF are collocated, the source AMF provides the UE security context including KSEAF and associated KEY COUNT stored in the collocated SEAF to the target AMF. The UE security context is stored in the collocated SEAF in the target AMF. In this scenario, forward and backward security between AMFs is not provided.

The SEAF provides the KAMF along with the KEY COUNT to the AMF. When using the new KAMF to derive a NAS security context, the NAS SMC must contain the KEY COUNT.

When an AMF decides to refresh the KAMF for a UE, it requests a new KAMF from the SEAF.  The SEAF calculates a new KAMF as above and then increments the KEY COUNT by 1. The SEAF sends the new KAMF and KEY COUNT used for the key derivation to the AMF.

The AMF derives new NAS keys and initializes the UL/DL NAS COUNTs. The AMF performs a NAS security mode command procedure with the UE by providing the KEY COUNT and selected security algorithms. The security mode command is integrity protected using the new NAS integrity protection key (KNASInt). On receiving the NAS security mode command from the AMF, the UE derives a new KAMF and subsequently new NAS keys and initializes UL/DL NAS COUNTs. Then, the UE verifies the integrity of the security mode command using the new NAS integrity protection key and if the verification is successful, the UE sends a NAS SMC complete message both ciphered and integrity protected using the new NAS keys and security algorithms indicated in the NAS SMC.
***
END OF FIRST CHANGES
***
***
BEGIN OF SECOND CHANGE
***
6.5
Security handling in mobility
6.5.x
AMF change 

When AMF relocation happens, the target AMF determines whether KAMF refresh is needed. If KAMF is refreshed, the AMF shall perform the key refresh procedure described in 6.2.x. 

In case that SEAF and AMF are collocated, the source AMF provides the KSEAF and KEY COUNT to the target AMF, which are stored at the SEAF part of the target AMF.
***
END OF SECOND CHANGES
***
