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Attachments:


1. Overall Description:

SA3 thanks RAN2 for their LS. 
In their LS, RAN2 ask SA3 the following questions 
“The number of security keys is FFS in RAN2: 

1.
a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 

2.
a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or

3.
a different key for each bearer

Q1.1: Is there any difference from security point of view between the options 1-3 listed above?”

SA3’s answer: SA3 has not identified a reason to require the keys for bearers at a particular termination point to be different and from SA3’s analysis the first option is the simplest in terms of complexity. Hence SA3 propose going with the first option.

“RAN2 would like to ask following from SA3: 

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.

Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN?”

SA3’s answer: All packets that fail the IP check shall be discarded. Other than this SA3 requires no particular security handling for these packets. Overall RAN2 are best placed to decide on any actions beyond discarding the packet, as these further actions relate to recovering from error cases rather than security issues. 
SA3 have a question for RAN2 based on the incoming LS. SA3 noted that for some bearers the NR PDCP will be used when the bearer terminates on the eNB. The bearer ID for PDCP is longer than for LTE. As the bearer ID is an input to the security algorithms, this means that for these bearers it is necessary to restrict the bearer ID to 5 bits long in order to use the LTE security algorithms without modification. Given the above, SA3 ask RAN2

1) Is it OK to restrict the assigned bearer ID of bearers that terminate on the eNB but use NR PDCP to 5-bits?

2) If so, will RAN2 specify such a restriction in their specification or do SA3 need to specify how this is done?

2. Actions:

To RAN2 group.

ACTION: 
Take note of SA3’s responses in their further work and respond to SA3’s questions on the restriction of bearer ID to 5 bits for some bearers
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