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1
Decision/action requested

It is proposed to add a key issue for TR 33.843.
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3
Rationale

As eRemote UE has subscription in FS_eProSe-Relay_Sec subject, it is proposed to authenticate eRemote UE during one-to-one communication establishment. If lack of authentication of the eRemote UE, it will result in Dos attack to eRelay UE or wasting the eRelay UE’s resource. So this paper proposes to add a key issue on authenting eRemote UE during one-to-one communication establishement.
4
Detailed proposal
***** First Change *****
5.1
Key Issues #X on Authentication of eRemote UE During one-to-one Communication Establishement 
5.1.1
Key Issue details

When setting up one-to-one communication between eRemote UE and eRelay UE, it is required that eRemote UE shall be authenticated of its 3GPP subscription before establishing key between the eRemote UE and the eRelay UE.
5.1.2 
Security threats
An illegal UE may pretend to be an eRemote UE, and get connection with an eRelay UE to accessing network. If there is no authentication of 3GPP subscription of the eRemote UE, one case is that mutual authentication fails and the connection is not successfully established, but it will cause DoS attack to eRelay UE, and even to the network by the request from the eRemote UE. Another case could be the mutual authentication passes and the connection is established successfully, but in this case the eRemote UE can’t access network successfully, the connection with the eRemote UE will waste resources of eRelay UE and prevent the eRelay to provide service normally.

5.1.3
Potential security requirements
The eRemote UE shall be authenticated of 3GPP subscription when setting up connection between the eRemote UE and the eRelay UE.
***** End of first Changes *****

