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[bookmark: OLE_LINK7][bookmark: OLE_LINK5][bookmark: OLE_LINK6]Abstract of the contribution: This pCR proposes to enhance the security of EPS-AKA' by encrypting the anchor key MSK to prevent it from being disclosed between AUSF and SEAF.  
Introduction 
The anchor key MSK in EPS-AKA'  is used to derive the session keys to protect the communication over air interfaces. Once it is acquired by an attacker, the security requirements specified by SA 3 cannot be fulfilled any more. The anchor key MSK is delivered from the AUSF to SEAF in clear text so that an attacker is able to eavesdrop it since the communication channel is not confidentiality protected. This has been identified as a key issue in 5.3.3.1 of TR 33.899.
According to the IETF RFC 5448, the AUSF generates a 512-bit long session master key MSK based on the IK', CK', and the visiting network name. In order to encrypt the MSK, the AUSF performs a hash operation on the IK ', CK', RES, RAND, and visiting network name to generate a 512-bit long hash value MASK. After performing exclusive OR operation between MSK and MASK, and AUSF gets the encrypted session master key MSK*. After the UE and AUSF complete the mutual authentication, the encrypted session master key MSK * along with "EAP-Success" are sent to the SEAF.  After receiving the "EAP-Success" message, like AUSF, the UE performs the hash operation on the IK ', CK', RES, RAND, and visiting network name to generate a 512-bit long hash value MASK *, and acknowledges it the SEAF.  SEAF restores the session master key MSK by performing an exclusive OR operation between the MSK*and the MASK*.
 The proposed scheme protects the confidentiality of the anchor key merely. So it is possible for an attacker to alter the anchor key between the AUSF and the SEAF. But this attack can be detected in the subsequent Security Command Mode (SMC) procedure.
Proposed pCR 
***	BEGIN OF THE FIRST CHANGE	***
[bookmark: _Toc483244713][bookmark: _Toc483315452][bookmark: _Toc483409322][bookmark: _Toc483597546] 6.1.3.1	Authentication procedure for EAP-AKA'
EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:
A pre-condition is that the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EAP-AKA' as the authentication method. 
Then the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 
The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EAP-AKA'. The ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of  < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an AV-Resp. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 
NOTE: The exchange of an AV-Req and an AV-Resp between AUSF and ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".
Editor's Note: The content of clause 6.1.1.3 is ffs. The number of the stage 3 specification TS 24.yyy [xx] is ffs. 


  
Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 
The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 
The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.
The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 
The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.
The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the anchor key, as computed in RFC 5448 [12].  
The AUSF computes the anchor key MSK as specified in RFC 5448[12].  It further performs a hash operation on the IK ', CK', RES, RAND, and serving network name to generate a 512-bit long hash value MASK as follows:
MASK=SHA-512 (CK’, IK', RES, RAND, <serving network name>)
The AUSF encrypts the anchor key MSK by performing an exclusive OR operation between MSK and MASK, and gets the encrypted anchor key MSK* as follows:
MSK*= MSK⊕MASK
The AUSF sends an “EAP-Success” message along with the encrypted anchor key MSK* to the SEAF. The “EAP Success” message is transparently forwarded to the UE by the SEAF. 
After receiving the “EAP-Success” message, the UE generates the MASK* in the same way as AUSF generates the MASK, and sends it to the SEAF. The SEAF recovers the session master key MSK by the following calculation:
MSK = MSK* ⊕MASK*
The recovered session master key MSK The key received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.6. 
The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 
If the EAP-Response/AKA'-Challenge message is not successfully verified the AUSF acts according to the home network's policy. 
Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 
Editor's Note: Steps in figure and text should be numbered.
Editor's Note: It is ffs whether the anchor key is the MSK or a key derived from the EMSK.


***	END OF THE FIRST CHANGES	***
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