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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
TS 33.501
[2]
TS 33.401
3
Rationale

This contribution provides an update for the skeleton of clause 5 in TS 33.501 [1]. The proposal is to add a new clause on the requirements for algorithm selection.This clause should correspond to clause 7.2.4.1 in TS 33.401 [2], which is about requirements for algorithm selection. The content should apply to AMF and both eNB and gNB.
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** First Change *****

5           Security Requirements and Features

5.1
Requirements on the UE

5.1.1
General

5.1.2
User data and signalling data confidentiality 

5.1.2.1
Requirements on Support and Usage of Ciphering

The UE shall support ciphering of user data between the UE and gNB.

The UE shall support ciphering of RRC  and NAS-signalling.

The UE shall implement the following ciphering algorithms:

Editor's note: The list of supported ciphering algorithms is FFS.

The UE may implement the following ciphering algorithms:

Editor's note: The list of supported ciphering algorithms is FFS.

Confidentiality protection of the user data between the UE and gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on Support and Usage of Integrity Protection

The UE shall support integrity protection of user data between the UE and the gNB.

The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

The UE may implement the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use. 

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.

5.1.4
Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:

-
The subscription credential(s) shall be integrity protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) (e.g., K in EPS AKA) shall be confidentiality protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.

Editor's Note: It is FFS whether such a security assurance scheme to be used for evaluation of the credentials and identifier storage and processing is within the scope of 3GPP and if so, the requirements related to it.

Editor's note: The above requirements need to be updated with the agreed terminology for e.g. long-term key.

5.2
Requirements on the gNB

5.2.1
General

The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.

Editor's Note: The content may need to be updated after RAN decisions on split deployments of the gNB.

5.2.2
User data and signalling data confidentiality 

5.2.2.1
Requirements on Support and Usage of Ciphering

The gNB shall support ciphering of user data between the UE and the gNB.

The gNB shall support ciphering of RRC-signalling.

The gNB shall implement the following ciphering algorithms:

Editor's note: The list of supported ciphering algorithms is FFS.

The gNB may implement the following ciphering algorithms:

Editor's note: The list of supported ciphering algorithms is FFS.

Confidentiality protection of user data between the UE and gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on Support and Usage of Integrity Protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

The gNB may implement the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use.

Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.

5.2.4
Requirements for gNB setup and configuration

Editor's Note: This clause will include the requirement on the gNB setup and configuration based on TS 33.401.

5.2.5
Requirements for key management inside gNB

The 5GC provides subscription specific session keying material for the gNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.

1.
Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then keys in cleartext shall be stored and processed in a secure environment. Keys stored inside a secure environment in any part of the gNB shall never leave the secure environment except when done in accordance with this or other 3GPP specifications. 

5.2.6
Requirements for handling User plane data for the gNB

Editor's Note: Backhaul and sidehaul security requirements are FFS

1.
Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 

5.2.7
Requirements for handling Control plane data for the gNB 

Editor's Note: Backhaul and sidehaul security requirements are FFS

1.
Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 

5.2.8
Requirements for secure environment of the gNB

Editor's Note: The definition and the usage of the secure environment is FFS.

The secure environment is logically defined within the gNB and is a composition of functions for the support of sensitive operations.

1.
The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

3.
Sensitive data used within the secure environment shall not be exposed to external entities.

4.
The secure environment shall support the execution of sensitive parts of the boot process.

5.
The secure environment's integrity shall be assured.

6.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.

5.2.9
Requirements for gNB DU-CU interfaces

1.
Due to split deployments, signalling traffic or user plane data may be sent on gNB-internal interfaces. Signalling traffic sent on gNB-internal interfaces shall be integrity, confidentiality and anti-replay protected.

2.
User plane data sent on gNB-internal interfaces shall be confidentiality protected.

5.3
Requirements on the AMF

5.3.1
General

5.3.2
Signalling data confidentiality 

5.3.2.1
Requirements on Support of Ciphering

The AMF shall support ciphering of NAS-signalling.

The AMF shall support the following ciphering algorithms:

Editor's note: The list of supported ciphering algorithms is FFS.

The AMF may support the following ciphering algorithms:

Editor's note: The list of supported ciphering algorithms is FFS.

Confidentiality protection of the RRC-signalling and NAS-signalling is optional to use.

Confidentiality protection shoud be used whenever regulations permit.

5.3.3
Signalling data integrity 

5.3.3.1
Requirements on Support of Integrity Protection

The AMF shall support integrity protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

The AMF may support the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use.

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.

5.3
Visibility and configurability 

5.3.1
Security indicators

5.3.2
Security configurability

5.4
Security Algorithms

5.4.1
Requirements for algorithm selection

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.1, which is about requirements for algorithm selection. The content in this clause should apply to AMF and both eNB and gNB.
…

***** End of Changes *****
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