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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in the darft CR of EDCE5
2
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3
Rationale

During the last meeting (SA3#87) it was agreed to leave out all the aspects related to NR security capability signalling and negotiation in option 3. 

The following pCR to the living draft CR S3-171487 [1] proposes few changes based on the discussion and motivation in the companion contribution S3-17xxxx [2]. The referred contribution proposes to limit option 3 to LTE algorithms which is inline with the SA3 agreement on the supported algorithms in 5G systems.

First, observe that the proposal in [2] does not require the UE to signal any NR-specific security capabilities as those could be deduced from the UE LTE security capabilities. Now on the network side, between the MeNB and the SgNB, there are different approaches.

1. No algorithm transfer: The MeNB does not signal any UE capabilities. In such case the SgNB assumes the support of the mandatory NR algorithms. The SgNB chooses the NR algorithms to be used, among the ones mandatory to support, and signals that back to the UE.
2. Format translation at MeNB side: The MeNB translates the UE LTE algorithms to NR algorithms and transfers those to the SgNB. The SgNB chooses the NR algorithms to be used, among the received ones, and signals that back to the UE.

3. Format translation at the SgNB side: The MeNB transfers the UE LTE algorithms and the SgNB translates to NR algorithms. The SgNB chooses the NR algorithms to be used, among the obtained ones, and signals that back to the UE.

Solution 1 deviates a bit from one of the guiding principles motivated in [1], namely that the security capabilities used in the RAN must be core-specific. In case new 5G-specific mandatory algorithm are adopted for 5G Systems, either now or in future phases, then Solution 1 would enable the usage of such algorithms in option 3.
Solution 3 introduces a dependency on the deployment option for gNBs. gNBs used in option 3 would need to process LTE algorithm information in non-standalone options and NR algorithm information in standalone options. This is an unnecessary complexity.
Therefore, the preferred approach that is implemented by this pCR is Solution 2.
4
Detailed proposal

It is proposed to approve this pCR to the draft CR of EDCE5 [1].
***
BEGIN CHANGES
***

E.X.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB

The offload procedure with activation of encryption/decryption of an offloaded SCG DRB and/or activation of encryption/decryption and integrity protection of an offloaded SCG SRB follows the steps outlined on the Figure E.X.3-1.
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Figure E.X.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload some DRB(s) and/or an SRB to the SgNB by checking whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability obtained by translating the UE LTE security capability shall also be sent to SgNB. 
Editor’s Note: Details of the translation of the LTE UE security capability are FFS.
NOTE 1: The MeNB is already provided with the the information on access right to NR during attach procedure defined in TS 23.401 [2].

3.
The SgNB allocates the necessary resources and chooses the ciphering and integrity algorithms if an SRB is to be established which has the highest priority from its configured list and is also present in the UE NR security capability. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. 
SgNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. 5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SgNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KgNB for the SeNB if a new key is needed. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SgNB in step 4) to the UE (see section E.X.4.3 for further details). 

NOTE 2: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command. The UE shall compute the S-KgNB for the SgNB if an SCG Counter parameter was included. The UE shall also compute KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates the chosen encryption/decryption and integrity protection at this point.
7. MeNB sends SgNB Reconfiguration Complete to the SgNB over the Xx-C to inform the SgNB of the configuration result. On receipt of this message, SgNB may activate the chosen encryption/decryption and integrity protection with UE. If SgNB does not activate encryption/decryption and integrity protection with the UE at this stage, SgNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
***
NEXT CHANGES
***

E.X.4.3
Negotiation of security algorithms

When establishing one or more DRBs and/or a SRB for a UE at the SgNB, as shown on Figure EX.3-1, the MeNB shall translate the UE LTE security capabilities associated with the UE to NR security capabilities and send them in the SgNB Addition/Modification procedure. Upon receipt of this message, the SgNB shall identify the needed algorithm(s) with highest priority in the locally configured priority list of algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified algorithm(s) in SgNB Addition/Modification Request Acknowledge. 
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall use the indicated encryption algorithms for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.

***
END OF CHANGES
***
