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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 5 into TS33.899 v1.2.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system
3
Rationale

Solution #4.14 “Flexibile mechanism for AS key-change” in TR 33.899, proposed a mechanism that UE and Source cell could make decision whether retain key or not. In the case source cell’s retain key is false and the NCC which transparent to UE is old key’s NCC, but after UE decide to not retain key, UE will send RRC reestablishment message which will cause service interruption. 
This pCR proposes a solution solve the above problem in solution #4.14 and an implicit indicator mechanism to retain key or not which could reduce the overhead on the radio resource.
4
Detailed proposal

***************Start of Change 1****************
5.4.4.z
Solution #4.z: <solution name>

5.4.4.z.1
Introduction  

This solution addresses the key issue #4.11. 
5.4.4.z.2
Solution details  

This solution is for how network make the retain key in UE handover case between cells belong to same PDCP anchor. The proposed solution is illustrated in Figure 5.4.4.z.2-1. 
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Figure 5.4.4.z.2-1: Flexibile mechanism for AS key-change
Step 1. The UE attach to the gNB by attach procedure.The gNB generate retain policy based on User’s level, e.g. VIP User have shorter timer to retain key. The UE send measurement report to source cell of the gNB.
Step2. The measurement report to the PDCP anchor of the gNB.

Step3. The PDCP anchor of the gNB perform handover decision.

Step4. The PDCP anchor of the gNB summary the time how long the key is used, and perform retain key decision base on source cell retain key policy.
Step5. The PDCP anchor of the gNB prepare the kgNB* base on retain key decision result, e.g. if retain time of current key is longer than UE’s retain key parameter, the retain key result will be true. If retain key result is true kgNB* is current KgNB and NCC is current NCC, otherwise derive the new KgNB as kgNB*.
Step6. The PDCP anchor of the gNB send handover command message to the source cell of the gNB, including the NCC of new KgNB if not retain key.
Step7. The source cell of the gNB send the NG RRC Coneection reconfiguration to the UE, optionally including NCC.

Step8. The UE derive the new kgNB* based on the received NCC if include NCC, otherwise kgNB* is current KgNB.
Step9. The UE use the KgNB* to protect the NG RRC connection reconfiguration complete message and following messages.
***************End of Change 1****************
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