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1. Overall Description

SA3 would like to thank RAN2 for their LS on security keys in EN-DC and actions upon DRB IP check failure.  SA3 has analysed the issues and provide the following feedback.
2. On the Aspect of Security keys in EN-DC
Based on the LS from RAN2, SA3 believes that RAN2 WG is seeking SA3’s opinion as to which option in terms of key association listed in the LS can meet the RAN2’s requirement that the change between MCG split and SCG split is transparent to the UE. 
RAN2 WG has given three options:
“The number of security keys is FFS in RAN2: 
1. a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 
2. a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or
3. a different key for each bearer”
Asked: Q1.1: Is there any difference from security point of view between the options 1-3 listed above? 
SA3 Answer: 
· Option 1 is not secure in case of changing MCG split bearer to SCG split bearer, because the MeNB needs to transfer the KeNB to the SgNB, if the change of termination point needs to be transparent to the UE
· Option 2 with the same derivation scheme that used for S-KeNB can meet the RAN2’s requirement and there is no security problem
· Option 3 is too complex.
2. On the Aspects of Actions upon DRB IP check failure
As RAN2 preference is that in the case of a split bearer, the network and UE do not need to determine which leg the IP check failure originated from, the answers are given below:
RAN2 asked: Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g. RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
SA3 answer: 
· Discarding the packet with DRB IP check failure may lead UE unavailable to gNB.
· Triggering some kind of failure handling is inefficient, and may suffer an “endless re-establishment” DoS attack when an attacker acts as the serving gNB to send the PDCCH and PDSCH with wrong PDCP MAC to UE. In addition, the security risk may exist both in SRB IP check failure case and DRB IP check failure case, which shall be considered by RAN2 WG.
· UE sends an indication (e.g. DRB identifier, UE PDCP COUNT, etc.) to inform network of failed DRB IP check failure, which could be helpful for the network to know the DRB IP check failure reason, and the network could trigger different actions for different cases.

RAN2 asked: Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

SA3 answer: For behaviours in Q2.1, behaviour of discarding the packet or sending an indication is related to DRB with detected DRB IP check failure. Behaviour of triggering a failure handling is related to all DRBs
RAN2 asked: Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN?
SA3 answer: UE does not need to determine on which leg the IP check failure originated from, and there is no difference in behaviour for the case that the DRB is anchored in MN or SN, if UE sends an indication including DRB identifier to inform network of failed DRB IP check failure.
3. Actions:

To RAN2 group.

ACTIONS: 
RAN2 is kindly requested to take the above information into account. 
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