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1
Decision/action requested

It is requested to approve the proposals.
2
References

N/A
3
Rationale

This contribution proposes an agreement on public/private keys retained by the UE. 
Since the equipment identifier authentication (KI#2.4) and remote credential provisioning for IoT devices (KI #12.2) are not in phase 1, there is no need to consider the questions at present. 

For non-AKA-based authentication (KI#2.5), since this content will be described in the informative annex of TS, the UE may contain private keys to be used with an associated public key in 5G phase 1, and the UE may contain one or multiple public keys according to the specific protocol (e.g. EAP-TLS) to be used with an associated network private key in 5G phase 1.
Since there is no need to contain private keys in the UE for AS security during RRC idle mode (KI#4.1) according to the existing solutions, the answer to the question in E.1.8.1.1 is no. Since it hasn’t been decided that whether AS security during RRC idle mode (KI#4.1) should be addressed in phase 1, an editor’s note should be added here and the answer to the question in E.1.8.2.1 is FFS.
SA3 has agreed there shall be a public key in HN to protect subscription identifier privacy (KI#7.1) in 5G phase 1, so the answer to the question in E.1.8.2.1 is yes. But there is no need to contain private keys in the UE according to the existing solutions, the answer to the question in E.1.8.1.1 is no.
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

E.1.8 
Questions and Interim Agreements for Key Issue #1.8

E.1.8.0 
Questions in other clauses affecting this key issue

Questions affected the questions on Equipment identifier authentication (Key Issue #2.4), Non-AKA-based authentication (Key Issue #2.5), Remote credential provisioning for IoT devices (Key Issue #12.2), as well as AS security during RRC idle mode (Key Issue #4.1) and Key issue #7.1 Subscription identifier privacy
E.1.8.1 
Private keys in the UE

E.1.8.1.1 
Description of Question

This question addresses whether a UE should contain one or multiple private keys to be used with an associated public key.

E.1.8.1.2 
Interim Agreement

For equipment identifier authentication (KI#2.4) and remote credential provisioning for IoT devices (KI #12.2), there is no need to consider the questions at present since they are not in phase 1.

For AS security during RRC idle mode (KI#4.1) and subscription identifier privacy (KI#7.1), the answers are no.
For non-AKA-based authentication (KI#2.5), since this content will be described in the informative annex of TS, the UE may contain one or multiple private keys to be used with an associated public key in 5G phase 1.
E.1.8.2 
Public network keys

E.1.8.2.1 
Description of Question

This question addresses whether a UE should contain one or multiple public keys to be used with an associated network private key.

E.1.8.2.2 
Interim Agreement

For equipment identifier authentication (KI#2.4), remote credential provisioning for IoT devices (KI #12.2), there is no need to consider the question at present since they are not in phase 1.
For subscription identifier privacy (KI#7.1), the answer is yes.
For non-AKA-based authentication (KI#2.5), since this content will be described in the informative annex of TS, the UE may contain one or multiple public keys according to the specific protocol (e.g. EAP-TLS) to be used with an associated network private key in 5G phase 1.
Editor’s Note: for AS security during RRC idle mode (KI#4.1), the answer is FFS since whether it should be addressed in phase 1 hasn’t been decided.
***
END OF CHANGES
***
