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1
Decision/action requested

It is requested to approve the proposals.
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3
Rationale

The reason behind this contribution can be found in [1]. Since solution#1.40 in S3-171847 [2] only supports backward security, this contribution proposes to update it with re-authentication to support forward security.
4
Detailed proposal

***
BEGIN CHANGES
***

5.1.4.40
Solution #1.40: A solution of key isolation in inter-AMF mobility
5.1.4.40.1 
Introduction
This solution addresses the key issue #1.7 "Key hierarchy". This solution is based on the assumption that SEAF is collocated with AMF.

5.1.4.40.2 
Solution details
Security context transfer from one MME (old) to another MME (new) during idle mode mobility makes a successful establishment of KASME by the new MME in LTE. Once the keys are leaked, it is hard to distinguish which network entity has been attacked or the source of the leakage.

The AMF is the NAS security termination point in the 5G network. To avoid such problems mentioned above, it is necessary to provide key isolation between AMFs. In this solution, the key used in the new AMF during idle mode mobility can be obtained either from the old AMF or via re-authentication procedure. When the key comes from the old AMF, the procedure is similar to horizontal key derivation or X2-like key derivation which achieves backward security, and when the key is generated during re-authentication procedure, it can also achieve forward security.

Figure 5.1.4.40.2-1 shows the procedure of key transfer during idle mode mobility.
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Figure 5.1.4.40.2-1: the procedure of key transfer during idle mode mobility
1. The UE sends a registration request to (R)AN.

2. (R)AN selects an AMF according to the temporary User ID included in the registration request or based on (R)AT and NSSAI.

3. (R)AN forwards the registration request to the selected new AMF.

4. The new AMF sends an information request to the old AMF which contains the temporary User ID.

5. The old AMF derives a new key KAMF* according to KAMF.

6. The old AMF includes the KAMF* in information response to the new AMF.

7. The new AMF decides either backward security (use the key received from the old AMF) or forward security (re-authenticate the UE) will be achieved for the following communication according to local policy.
 8. If the new AMF decides to achieve forward security in step 7, it performs a re-authentication procedure with the UE. As a result of the re-authentication, a new key KAMF* is produced between the new AMF and the UE. If the new AMF decides to achieve backward security in step 7, this step is skipped.
-9. The new AMF sends NAS SMC to the UE in which includes indicator and key material. The indicator indicates the UE which key is used (whether the key produced as a result of re-authentication or from the old AMF) to derive KAMF*.

10. The UE sends NAS SMP to the new AMF.

11. The new AMF sends registration accept to the UE.

5.1.4.40.3 
Solution evaluation

Tba
***
END OF CHANGES
***
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