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1
Decision/action requested

It is requested to discuss and approve the proposal pCR as in section 4 into TR 33.501 v0.2.0.
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Rationale

EAP-AKA’ has been approved as a primary authentication method over 3GPP 5G access and N3GPP access. However, EPS-AKA* has been approved as a primary authentication method over only 3GPP 5G access.
In addition, an interim agreement has been reached to use home network public key encryption to provide IMSI privacy when the network requires the subscriber permanent identity. Also since IMSI encryption using home network public key will not allow the serving network (e.g., SEAF) to have an immediate access to the subscriber IMSI, a mechanism needs to be identified to allow IMSI privacy based on the forementioned interim agreement while meeting LI requirements as documented in [2].
Since SA3-LI indicated in [2] that allowing the serving network to receive the IMSI on the clear from the home network, e.g., AUSF, while at the same time the SEAF receives the IMSI from the NG-UE in a timely manner satisfies the LI requirement, thus this contribution proposes an mechanism that can be used with EAP-AKA’ and EPS-AKA* to meet LI requirement.
This proposal allows SEAF to validate the subscriber IMSI in a timely manner during primary authentication procedure. In other words, SEAF will have the ability to compare the IMSI received from the home network (AUSF) and the NG-UE before the conclusion of the authentication procedure.

NG-UE and SEAF needs to support:

1. An encryption algorithm utilizing symmetric keying needs to be specified for encrypting IMSI when transmitted during the message exchange of the pimary authentication procedure.

2. Both NG-UE and SEAF shall support the specified algorithm.

3. Both NG-UE and SEAF shall support the derivation of this IMSI concealment key as described below.
IMSI Concealment Key derivation:

1. In order to distinguish this activity from the IMSI privacy procedure which require the use of home network public key encryption, “IMSI concealment” will be used for this specific task.

2. IMSI concealment key is derived based on the NG-KASME key for EPS-AKA* and NG-MSK for EAP-AKA’.

3. The following parameters are also used as input to the hash function when deriving the IMSI concealment key.

a. NG-KASME or NG-MSK
b. IMSI concealment Algorith ID, and
c. “IMSI LI Concealment” or something similar.
I. EAP-AKA’ IMSI Concealment for meeting LI requirements:

· NG-UE shall include the Concealed IMSI utilizing the IMSI concealment key and algorithm as listed above in the N1 message EAP-authentication response.
· After SEAF receives the concealed IMSI, SEAF will decrypt the concealed IMSI using the IMSI concealement algorithm and key as specified above and compare to the IMSI received from the AUSF.

II. EPS-AKA* IMSI Concealement for meeting LI requirements:

· NG-UE shall include the Concealed IMSI utilizing the IMSI concealment key and algorithm as listed above in the 5G-User Authentication Response.

· After SEAF validates the NG-UE authenticity as in EPS-AKA*, SEAF decrypt the concealed IMSI following the above procedure and then compare with the IMSI received from AUSF.
4
Detailed proposal

*************** Start of Change 1 ****************
6.1.2
Initiation of authentication

The SEAF may initiate an authentication with the UE at any time, according to the SEAF's policy. 

The SEAF and NG-UE shall support the derivation of IMSI concealment algorithm and the derivation of the Key for IMSI concealment “KIMSIceal” based on NG-KASME* and NG-MSK.

Editor’s Note:
The name of KIMSIceal, NG-KASME*, NG-MSK names are temporary and will be updated when the key hierarchy architecture is finalized.
The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR if it has an authentication vector for EPS AKA* available and wishes to initiate an authentication with the UE over 3GPP access. 

Editor's Note: It is ffs whether more than one authentication vector is allowed to be sent to the SEAF at a time. 

NOTE: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a subscriber identifier, from which the AUSF can derive the UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
Editor's Note: Depending on the decisions on security area #7 in TR 33.899, the subscriber identifier contained in the 5G-AIR may be a concealed SUPI, e.g. in the form of a pseudonym or a public-key encrypted SUPI. Furthermore, the subscriber identifier may be in the form of a NAI, depending on the decisions in SA2, CT1, and CT4. It is also ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.

Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber identifier in the 5G-AIR and select the authentication method based on local policy.

NOTE: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs. The AUSF is limited in selecting the authentication methods in as far as EPS AKA* can only be selected for 3GPP access.

After selecting the authentication method, the AUSF starts the authentication procedure for the selected method, according to clause 6.1.3.

*************** END of Change 1 ****************
*************** Start of Change 2 ****************
……………

6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:
A pre-condition is that the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EAP-AKA' as the authentication method. 

Then the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 

The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EAP-AKA'. The ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of <serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an AV-Resp. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

NOTE: The exchange of an AV-Req and an AV-Resp between AUSF and ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".

Editor's Note: The content of clause 6.1.1.3 is ffs. The number of the stage 3 specification TS 24.yyy [xx] is ffs. 

  
[image: image1.emf]SEAF

UE AUSF ARPF

   <N12 message ³5G-AIA³>

   [

EAP-Request/AKA'-Challenge

]

<N1 message ³Auth-Req³>

   [

EAP-Request/AKA'-Challenge

]

<N1 message ³Auth-Resp³>

   [

EAP-Response/AKA'-Challenge

]

   AV-Req

   AV-Resp

<N12 message>

   [

EAP-Response/AKA'-Challenge

]

<N12 message>

   [

EAP-Success || anchor key

]

<N1 message>

                 [

EAP-Success

]

Conditional exchange of Notification messages


Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the subscriber permanent identifier (IMSI) and EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method.
The SEAF recovers the subscriber IMSI from the 5G-AIA and it transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp. UE includes the Concealed IMSI inside the NAS message but outside the EAP-Response/AKA’-Challenge following the procedure specified under clause 6.8.1.x.
The SEAF recovers the concealed IMSI and then it transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. The SEAF recovers the IMSI by decrypting the concealed IMSI as specified in clause 6.8.1.x. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the anchor key, as computed in RFC 5448 [12].  

The key received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.6. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the AUSF acts according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.

Editor's Note: It is ffs whether the anchor key is the MSK or a key derived from the EMSK. 
………………
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
……………….. 
6.1.3.2
Authentication procedure for EPS AKA*

EPS AKA* enhances EPS AKA, as defined in TS 33.401 [10] with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA (except for the means to transport authentication messages over N1 and a modified authentication response). 

EPS AKA* is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.2-1: 

When the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EPS AKA* as the authentication method, the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 

The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EPS AKA*. The ARPF generates an authentication vector according to TS 33.401 [10] with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The ARPF then transforms the authentication vector into a new authentication vector by replacing KASME with KASME* and XRES with XRES*.

KASME* is computed as per the Normative Annex A with CK, IK, SQN ( AK, and the value of < serving network name> being the input parameters. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

Editor's Note: It is ffs whether the outcome of the discussion on the granularity of serving network authentication, cf. clause 6.1.1.3, will result in the computation of a KASME* different from KASME as computed in EPS.  

XRES* is computed as per the Normative Annex x with CK, IK, RES, RAND, and the value of < serving network name> being the input parameters. XRES* shall have a length of 128 bits.

The ARPF then returns the requested number of transformed AVs to the AUSF in an AV-Resp. 

The AUSF stores XRES* temporarily until a protocol timer expires. 

Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF then generates HXRES* from XRES* by computing

HXRES* = SHA-256 (XRES* || RAND), truncated to 128 bits. 

Editor's Note: It is ffs whether HXRES* should be computed in the ARPF.
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Fig. 6.1.3.2-1 Authentication procedure for EPS AKA*
The AUSF then returns one or more authentication vectors AV* to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The only difference between AV* and the transformed AV received from the ARPF is that AV* contains HXRES* while the transformed AV contains XRES*.
The SEAF understands from the 5G-AIA that the authentication method used is EPS AKA* and that the included authentication vector is of type AV*, not AV. 

Editor's Note: It is to be defined by CT4 how the SEAF can learn this from the 5G-AIA. 

Furthermore, the AUSF tells the SEAF whether a confirmation message is required. 

NOTE 1: The AUSF may have a policy to always require a confirmation message, or adopt a more fine-grained policy depending on the trust in the roaming partner. The AUSF may learn from a database of roaming partners whether a confirmation message is required.

Editor's Note: It is whether the AUSF should also include the value of the timer in the message to the SEAF if the AUSF requires a confirmation message so that the SEAF can know within which period it has to use the received authentication vector. 

If the AUSF requests a confirmation message from the SEAF then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 

The SEAF sends RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. The USIM returns RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then computes RES* from RES in the same way as the ARPF computed XRES* from XRES and returns RES* to the SEAF in a NAS message Auth-Resp. The ME conceals the IMSI following clause 6.8.x and it includes the Concealed IMSI in the Auth-Resp.
The SEAF then computes HRES* from RES* in the same way as the AUSF computed HXRES* from XRES* and compares HRES* and HXRES*. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the key KASME* received in AV* shall become the anchor key in the sense of the key hierarchy in clause 6.6. In addition, the SEAF recovers the subscriber IMSI from the concealed IMSI and compare it to the IMSI received from the AUSF in the 5G-AIA.
If the authentication and IMSI comparison was successful, and if a confirmation message is required, the SEAF sends RES*, as received from the UE, in a newly defined 5G Authentication Confirmation (5G-AC) message (containing the subscriber identitfier and the serving network name) to the AUSF. 

When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired the AUSF compares the received RES* with the stored XRES*. If they coincide the AUSF considers the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in clause 6.1.4. 

If the confirmation message is not successfully verified the AUSF acts according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is ffs whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

Editor's Note: It is ffs how this authentication method can leave a key at the AUSF after authentication. 

Editor's Note: The use of normative language needs to be checked. 

Editor's Note: It is ffs whether the RES* could optionally be computed on the USIM.
…………..

*************** End of Change 3 ****************
*************** Start of Change 4 ****************
6.8
Subscriber identifier privacy

Editor's Note: The content of this clause depends on the decisions on security area #7 in TR 33.899. 

6.8.1
Subscriber permanent identifier 

6.8.1.x
Subscriber permanenet identifier concealment procedure
This procedure is strictly used by the UE to conceal the subscriber permanent identifier to send the concealed IMSI to the SEAF during any of primary authentications mechanisms (EAP-AKA’ and/or EPS-AKA*). In order to distinguish this activity from the IMSI privacy procedure which requires the use of home network public key encryption, “IMSI concealment” will be used for this specific procedure. 

In order to support this procedure, the NG-UE and SEAF shall support the following:

1. IMSI-Concealment-ALG: an encryption algorithm utilizing symmetric keying which is defined in clause x.y.z.
2. The derivation of IMSI concealment key (KIMSIceal) as described below.
Editor’s Note:
It is FFS whether IMSI-Concealment-ALG can be negotiated dynamically between UE and SEAF.
IMSI Concealment Key derivation:

1. IMSI concealment key (KIMSIceal) is derived based on the NG-KASME* key for EPS-AKA* and NG-MSK for EAP-AKA’.
2. The following parameters are used as input to the hash function which is used for the derivation.

· NG-KASME* or NG-MSK
· IMSI concealment Algorith ID, and

· “IMSI LI Concealment” or a similar phrase.

EAP-AKA’ IMSI Concealment:

· NG-UE shall include the Concealed IMSI utilizing the IMSI concealment key and algorithm as listed above in the N1 message EAP-authentication response.

· After SEAF receives the concealed IMSI, SEAF will decrypt the concealed IMSI using the IMSI concealement algorithm and key as specified above.
EPS-AKA* IMSI Concealement:

· NG-UE shall include the Concealed IMSI utilizing the IMSI concealment key and algorithm as listed above in the 5G-User Authentication Response.
· After SEAF validates the NG-UE authenticity as in EPS-AKA*, SEAF decrypt the concealed IMSI using the IMSI concealement algorithm and key as specified above.
*************** End of Change 4 ****************
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