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1
Decision/action requested

SA3 is kindly requested to accept the proposed pCR changes in section 4 into TR33.899 v1.2.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system

3
Rationale

There are three solutions addressing Key Issue #4.15 “Security aspects of Xn handover” as in [1]. As it is clearly mentioned in the key issue; “This key issue concerns the security aspects of Xn handover, especially the backward/forward security of the security keys.” In addition, the security requirements of the KI #4.15 are as follows.
-
The Access Stratum (AS) security keys shall have property of forward security.

-
The Access Stratum (AS) security keys shall have property of backward security.

- The chosen security algorithms shall be negotiated securely.

This contribution provides an evaluation of all solutions which address this key issue and in particular as these solutions address backward and forward security and proposes a conclusion to be adopted by SA3.
4
Detailed proposal

***************Start of Change 1****************
5.4.5
Conclusions

5.4.5.x


Security aspects of Xn handover (Key Issue #4.15)
The main concern of Key issue #4.15 is the security aspects of Xn handover; especially the backward/forward security of the security keys. Therefore, it is very important to evaluate all solutions which address this key issue with respect to the main aspects that is relevant to this key issue.
There are three solutions which address this key issue; 4.9, 4.23, and 4.24. The following is an evaluation of these three solutions as they are documented in [1].
Solution 4.9:

This solution provides minimal changes from LTE X2 handover procedure; thus, it maintains the current LTE X2 procedure criteria with respect to backaward and forward security. In other words, this solution guarantees one hop backward security and 2 hops forward security.
Solution 4.23:

This solution updates the current LTE X2 handover to address the new 5G architecture addition of slicing and handover restriction scenario. Therefore, this solution maintains the current LTE X2 handover criteria with respect to backward and forward security.

On the other hand, it is believed that since slicing is a new 5G architecture addition, supporting slicing is somewhat independent of the chosen Xn handover procedure and the proposed functionality in this solution can be adopted by any chosen and approved solution.
Solution 4.24:

Since the agreed 5G architecture support the gNB split with DU and CU possibly be deployed at different locations and in specific PDCP layer is deployed in CU; it is very possible that Xn handover occurs between two gNBs while the source and the target gNBs are connected to two different PDCP anchor points.

It is also believed that achieving one hop forward security is most relevant to this scenario because if the PDCP anchor is the same, this resembles the scenario of different cells of the same eNB in LTE.

With the above explanation in mind, solution 4.24 proposes the use of DH while utilizing the same LTE X2 handover signalling mechanism to achieve one hop forward security. Therefore, this solution provides an advantage over both solution 4.9 and 4.23 by providing the support of one hop forward security.

On the other hand, the DH negotiation between the UE and the Target gNB may introduce some minor latency. Some of this latency can be mitigated by allowing the pre-generation of DH key pair at the Target gNB and UE.
In colclusion for 5G Xn handover, it is recommended to use solution 4.24 for achieving one hop backward and forward security and the functionality of supporting slicing and handover restriction scenario as per solution 4.23.
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