3GPP TSG SA WG3 (Security) Meeting #88	S3-171794
7-11 August, 2017, Dali, China	revision of S3-17xabc

Source:	Huawei, Hisilicon
Title:	Solution for UP protection policy determination
Document for:	Approval
Agenda Item:               8.3.1
[bookmark: _GoBack]1	Decision/action requested
This contribution proposes detailed solution for UP protection determination
2	References
 [1]      33.899 v120
3	Rationale
According to the agreements of TR 33.899 v120 [1], for UP security, it states as follows.
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It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network. 
E.1.4.1.2 	Interim Agreement
Solution #1.3 is taken as a base for normative work, in accordance with the agreement for KI #1.15 – UP security termination point and in accordance with stage 2 architecture specifications.”
E.1.16.1.2	Interim Agreement
The system shall support UP protection between UE and the RAN on Radio Bearer-specific basis.”
Meanwhile, TR 33.899 Solution 1.3 illustrates that “The NG-UE states in signalling that is secure from bidding down which algorithms it supports, and, optionally, whether or not it desires user plane integrity / confidentiality protection
Therefore, 5G shall support a mechanism to negotiate the user plane integrity / confidentiality protection policy, in order to determine whether the User data is needed for integrity / confidentiality protection. And, the policy will be used for DRB data protection.
We denote the UP protection policy as the above policy for protection, which indicates the network and UE to active/deactive of integrity protection, and to active/deactive of confidentiality protection.
For the UP protection, at least two parts will be involved, 
1) How to determine the UP protection negotiation.
2) How to use the negotiated UP protection policy for the DRB protection.
For this contribution, the way to negotiate the UP protection policy by the network will be proposed.
Based on the common strategy, the UP protection policy negotiation mainly has two choices.
a. Static. The UP protection policy may be preconfigured within the network. After received the request from the UE, the network retrieves the UP protection policy accordingly from its database.
b. Dynamic. Beside the preconfigured UP protection policy, the network supports to negotiate the UP protection policy dynamically.
Considering that UE protection requirement may be changed within the PDU session, dynamic UP protection policy would be the better choice for the 5G security. Also, this method is similar with the QoS determination mechanism, where dynamic PCC will be deployed.


The flow chat for the UP protection policy is illustrated in the above figure. We may find two decisions will be involved within the procedure. If the PDU session only request to use the existing PDU session, hence, the UP protection policy will be the same as the existing PDU session. Otherwise, if the dynamic PCC is deployed, the UP protection policy will be determined by PCF accordingly. Or else, SMF will do the UP protection policy negotiation work. At last, the policy will be transferred to RAN for DRB protection.
According to the procedure of 5G security, the way to dynamically negotiate UP protection policy by PCF is preferred to be enclosed in phase I. Or else, more work will be needed to add dynamic UP protection policy negotiation in phase II. Meanwhile, based on the dynamic mechanism, the UP protection is flexible for data protection while the service requires updating its data protection mechanism. Hence, dynamic mechanism needs to support in UP protection negotiation.
4	Detailed proposal
[bookmark: _Toc483244741][bookmark: _Toc483315480][bookmark: _Toc483409350]5.1.4.X Solution #1.X Security procedure for UP protection policy determination
[bookmark: _Toc483244742][bookmark: _Toc483315481][bookmark: _Toc483409351]5.1.4.X.1	Introduction
This solution address key issue #1.3, #1.4 and #1.17, and proposes a security procedure for UP protection policy determination, where UP protection policy indicates the network to active/deactive of the UP integrity protection, and to active/deactive of the UP confidentiality protection.
5.1.4.X.2 	UP protection policy determination
This section gives a procedure for the UP protection policy determination based on PDU session establishment procedure listed in section 4.3.2.2.1 “Non-roaming and Roaming with Local Breakout” TS 23.502[83]. 
5.1.4.X.2.1	High level description of the UP security policy determination in SMF


Figure 6.3.x.1.1-1: UP security policy determination in SMF
A high level of the UP protection policy negotiation is given in Figure 6.3.x.1.1-1. Two decision mechanisms are listed.
1) Whether the Request Type indicates “Existing PDU session”. If the “Existing PDU session” is used here, the UP protection policy shall be the same with the already determined PDU session protection mechanism. Therefore, the new data transmission will not impact the existing data protection.
2) Whether Dynamic PCC is deployed. If the dynamic PCC is deployed, a new UP protection policy will be dynamically determined by the PCF, associate with the QoS determination procedure. In this case, dynamic UP protection policy received from PCF will be the primary choice for the determination.
5.1.4.X.2.2 Procedure for determination
The following figure 5.1.4.X.2-1 illustrates the UP protection policy determination procedure, based on PDU session establishment.


Figure 5.1.4.X.2-1: UP protection policy negotiation procedure
A procedure for the UP protection policy negotiation during the PDU session establishment is provided as follows.
1. From UE to AMF: NAS Message (S-NSSAI, DNN, PDU Session ID, Request type, N1 SM information).
The Request Type indicates "Initial request" if the PDU Session Establishment is a request to establish a new PDU Session or indicates "Existing PDU Session" if the request refers to an existing PDU Session between 3GPP access and non-3GPP access.
2. From AMF to SMF: SM Request (Subscriber Permanent ID, DNN, S-NSSAI, PDU Session ID, AMF ID, N1 SM information (PDU Session ID, PDU Session Establishment Request), User location information, Access Technology Type, PEI).
Step 1 and 2 are referred to SA2 procedure in section 4.3.2.2.1 of TS 33.501.
3a. If the Request Type in step 2 indicates "Existing PDU Session", the SMF identifies the existing UP protection policy based on the PDU Session ID, and reuses the existing UP protection policy for this PDU session data protection, then goes to step 8.
If the Request Type in step 2 indicates "Initial request ", SMF sends request to UDM: Subscription Data Request (Subscriber Permanent ID, DNN), in the case that the SMF has not yet retrieved the SM-related subscription data for the UE related with the DNN.
3b. SMF receives Subscription data (the authorized PDU type(s), authorized SSC mode(s), Default QoS profile) from UDM. The Subscription Data may also include Default UP protection policy. 
4. If dynamic PCC is not deployed, SMF uses the Default UP protection policy received from UDM as the session-based UP protection policy, then goes to step 8. 
If the Subscription Data does not include Default UP protection policy, SMF sets the default session-based UP protection policy. For instance, the default session-based UP protection policy may indicate that UP protection is not required.
5. If dynamic PCC is deployed, the SMF initiates PDU-CAN Session Establishment towards the PCF by sending PDU-CAN Session Establishment request, including Subscriber Permanent ID, and DNN.
6. After receiving the PDU-CAN Session Establishment request from SMF, PCF sets the session-based UP protection policy. 
Note: Similar to how SMF dynamically determines the policy for some services (e.g. QoS in IMS), UP security policy can be dynamically determined by PCF.
Editor’s notes: The way to set the session-based UP protection policy by PCF is FFS.
7. PCF sends the PDU-CAN Session Establishment response including session-based UP protection policy, to SMF.
8.  SMF sends SM Response, including PDU Session ID, session-based UP protection policy to AMF.
9. AMF sends N2 PDU Session Request, including PDU Session ID, session-based UP protection policy to (R)AN.
10. According to the received session-based UP protection policy, (R)AN determines the DRB to carry the PDU session data securely.
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