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Abstract of the contribution: Quantum computing poses a threat to information security with the current protection measures in 3GPP networks.  There are commercial applications (e.g., critical infrastructure, financial, medical, and pharmacutical) and government organizations that require enhanced (i.e., 256-bit key) protection for confidential information. This discussion paper extends the discussion of a previous submission and proposes development of a Study Item or Work Item on supporting 256-bit encryption keys and bolstering integrity protection in 5G networks. The focus of this proposed new work will include, but will not be limited to key derivation, key distribution, key refresh, negotiation of the key size, and processing of confidential CP/UP information using 256-bit security keys.
Summary
Quantum computing poses a threat to information security with the protection measures currently available in 3GPP networks.  Though there are varying opinions on the maturity of quantum computing efforts, it is important to be proactive in addressing the threat.  Since quantum computing has the potential to break or weaken a number of encryption methods in wide use today, both industry and government have a need for more robust security in next generation cellular networks.  An important component of this vision is to increase the size of the session keys from 128 bits to 256 bits for both ciphering and integrity protection. Such an increase will at least temporarily mitigate effects of quantum computing on symmetric algorithms and will help protect against the threat of quantum computing until quantum-resistant encryption algorithms can be developed and adopted in the mainstream.

This contribution is motivated by questions arising from a previous contribution submission which addressed 256-bit key sizes in LTE networks (S3-170657).  The following are key components of the proposed migration to 256-bit session keys in the context of 5G networks:
· All keys in the hierarchy should be 256 bits: In order to achieve the full cryptographic strength of 256-bit key sizes, this should begin with the permanent pre-shared key.  Derivation algorithms should be modified in order to derive lower keys from the 256-bit master key instead of the 128-bit key.  Additionally, truncating functions in the key generation hierarchy should be removed. The following shows the table of all LTE keys and the impact of supporting 256-bit master key.
	Key
	Purpose
	Derived from
	Old Length
	New Length

	K
	Pre-shared master key, stored on SIM and in HSS.
	N/A
	128
	256

	CK, IK
	Deriving KASME.
	K
	128
	256

	KASME
	Deriving NAS session keys and KeNB.
	CK, IK
	256
	256

	KeNB
	Deriving AS session keys.
	KASME
	256
	256

	KeNB*
	New KeNB for target eNB during handover.
	KeNB and NH
	256
	256

	NH
	“Vertical” derivation of new KeNB for target eNB during handover.
	KeNB
	256
	256

	KNASint
	Integrity check for NAS signalling.
	KASME
	256
	256

	KNASenc
	Encryption for NAS signalling.
	KASME
	256
	256

	KUPenc
	Encryption for user plane data.
	KeNB
	256
	256

	KRRCint
	Integrity check for RRC signalling.
	KeNB
	256
	256

	KRRCenc
	Encryption for RRC signalling.
	KeNB
	256
	256


· Integrity protection needs to change: Currently, the integrity protection MAC-I that is appended to a signalling message is only 32 bits.  The size of the integrity check used for signalling messages should substantially increase for 5G in the near term.  In the long term, a 384-bit size is an appropriate goal in order to keep pace with modern standards.  Though this is a significant change, the higher data rates achievable in 5G should be able to accommodate a reasonable size increase without suffering significant performance effects.  This change will likely require a new integrity algorithm to be developed.
· Coexistence of different size keys: In current 3GPP networks, LTE infrastructure which uses 128-bit keys must coexist with GSM infrastructure which uses 64-bit keys.  In the same manner, 256-bit keys in 5G will need to coexist with 128-bit keys in legacy networks.  This entails storage of keys and separate key derivation algorithms both on the SIM card and in the core network.
· Key size negotiation: The security specification should be flexible so as to be easily adapted or upgraded in the future.  One way to accomplish this is to include a security capability negotiation aspect of the authentication and key agreement (AKA) procedure such that if larger keys and/or different security algorithms are implemented in the future, the changes made to the actual AKA exchange between the UE and the network will be minimal.  Rather, the endpoints would simply have to support the new framework.  This could be implemented, for example, by requiring the UE to state in its attach request the AKA framework(s) that it supports, and the network sending an authentication request with its preferred method.  One possible application of this in the short term could be to specify algorithms for derivation of 256-bit session keys from a 256-bit K key, but allow the network operator the option of choosing which AKA framework it wants to deploy.  The critical component of this is that the UE and the network would negotiate the correct set of algorithms/keys to use.  This can allow for more flexible deployment of enhanced security features as the operator sees fit in the short term, and as new security features beyond 256-bit keys are standardized in the long term.
· Key distribution and key refresh: The current methods in place for distribution and refresh of security keys are equally applicable to larger key sizes and can remain the same.

Encryption and integrity algorithms will have to change to accommodate 256-bit keys in 5G.  In some cases, this may simply entail using larger-key versions of current algorithms (e.g., AES-256), while in other cases new algorithms may need to be chosen altogether (e.g., SHA in place of EIA).  Furthermore, the coexistence of different size keys and the AKA procedure must be implemented accordingly.  The ETSI SAGE task force should investigate this more fully to decide the most appropriate next steps.

Recommendation

A Study Item Description (SID) or Work Item Description (WID) should be created for the addition of functionality to support the use of 256-bit security in 5G.
