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1. Overall Description:


RAN1 would like to thank SA3 on their LS on the fake gNB detection mechanism. RAN1 has discussed the different questions SA3 requested RAN WGs to consider and would like to provide the following views for SA3 consideration.
Questions related to active detection/prevention (Ref. Clause #5.4.4.2 and Clause #5.4.4.4 (variant #2) in TR 33.899):

(1) SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection ?
RAN1 answer: Even though RAN1 feels that RAN2 is better positioned to comment, it is RAN1’s understanding that the on-demand SI procedure at every cell-reselection is increasing the radio signalling load and may be taxing to UE battery life.

(2) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?
RAN1 answer: Even though RAN1 feels that RAN2 is better positioned to comment, RAN1 wishes to note that the gNB is not expected to be able to determine the UE identity at the time of on-demand SI delivery, i.e. each response may be individually signed, but the signature cannot be based on any UE-specific identifiers. RAN1 also assumes that any such signatures would be delivered as part of the higher layer messages and not impact the physical layer design.
(3) SA3 is discussing the use of the time counter associated with a transmission slot based on UTC time for cryptographically signing of the SI to mitigate replay attacks. SA3 would like to know the allowed off-set value of the time count between the UE and the gNB. 
RAN1 answer: UTC time does not exist to the physical layer, but understands that accurate UTC time may not always be known to the UE. If the UE is to obtain the UTC time from sources independent of the gNB (rather than obtaining reference time from a potentially fake gNB), there would be no RAN1 related definition to the expected maximum offset between the gNB and the UE. If the UE obtains a local reference time from the gNB before the on-demand SI delivery, then frame-level synchronization between the gNB and the UE can be achieved and no offsets are needed. RAN1 is not able to comment if such time gNB time delivery on a broadcast SI is deemed possible by RAN2.
Questions related to passive detection (Ref. Clause 5.4.4.10 in TR 33.899):

(4) SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?
RAN1 answer: RAN1 feels that RAN2 is better positioned to comment
(5) SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?
RAN1 answer: RAN1 feels that RAN2 is better positioned to comment
2. Actions:

To SA3
RAN1 would like ask SA3 to take the above RAN1 views into account
3. Date of Next TSG-RAN WG1 Meetings:
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