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Attachments:


1. Security keys in EN-DC
RAN2 has been discussing the different bearer types involved in EN-DC, also known as Option 3. Initially, four different bearer types were agreed; MCG bearer, MCG split bearer, SCG bearer and SCG split bearer, see figure below. As in Rel-12 Dual Connectivity, SCG bearers differ from MCG bearers because of the termination of PDCP, requiring different keys to be used. 
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In an effort to allow greater deployment flexibility and to reduce the number of Bearer Type change options, RAN2 has agreed the following:

1
The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer.

2
This PDCP protocol is specified in 38.323 (NR PDCP).

3
For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. FFS the maximum number of possible keys in the set . 

4 
The location of the PDCP entity is decided by the MN.

In particular for security, with #3 above, it was agreed to make the security key association to the termination point transparent (MCG or SCG) to the UE. Still, the network need to ensure security requirements are fulfilled, e.g. the same security key should not be used in separate PDCP termination points simultaneously, and whenever the PDCP termination point is changed, it requires a change of the corresponding security key.
The number of security keys is FFS in RAN2: 
1. a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 
2. a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or
3. a different key for each bearer
Q1.1: Is there any difference from security point of view between the options 1-3 listed above? 
2. Actions upon DRB IP check failure
Furthermore, RAN2 has also discussed UE and network behaviour upon DRB Integrity Protection (IP) check failure. IP check is performed at PDCP, and therefore the RAN2 preference is that in the case of a split bearer, the network and UE do not need to determine on which leg the IP check failure originated from. RAN2 also would like to point out that IP check failure might also occur in case of HFN desync.

RAN2 would like to ask following from SA3: 

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?
Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 
3. Actions:

To SA3 group.

ACTIONS: 
RAN2 respectfully asks SA3 group to respond to the questions above. 
4. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #99 
21th – 25th August 2017
Berlin, DE.
TSG-RAN WG2 Meeting #99bis


 
9th – 13th October 2017

Prague, CZ.
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