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1
Decision/action requested

Accept the pCR for inclusion in TS 33.501.
2
References

 [1]
3GPP TS 33.501 v030
3
Rationale

How was the merger of 2244, clause 5, into 2479 done, and how were further comments during the meeting addressed?

All revisions added on 10 Oct were authored by ‘gh171010’.
The heading of 5.7 and the subclause 5.7.1 on Trust boundaries were included in the pCR so that the requested EN on trust and platforms could be added to the appropriate place. 
Two new subheadings were introduced: 5.7.2 
“Requirements on interconnection based on DIAMETER or GTP”, and 5.7.3 “Requirements on service-based architecture”
2244, clause 5, was copied into 5.7.3.
The existing 5.7.2 “Requirements for e2e Core Network Interconnection Security” became subclause 5.7.4, and it was clarified that it contained requirements common to both 5.7.2 and 5.7.3. 
The new subclause 5.7.4 contains an EN regarding proxies that is new compared to 2476 as requested during the meeting.

It had also been agreed during the meeting to add ‘with replay protection’ to the first change in 2476. However, during implementation of 2536, it was discovered that the existing text already contains “The solution shall cover prevention of replay attacks.” Therefore, the text ‘with replay protection’ was not added. 
Finally, the word ‘interconnection’ was deleted from the title of 5.7 to address concerns that this title would otherwise exclude intra-domain communication.
· The terms ‘receiving network’ and ‘destination network’ are used interchangeably. For clarity, we propose using only ‘destination network’. The terms ‘sending source network’ and ‘source sending network’ are changed to simply ‘source network’.
· Formulations that imply security requirements on intermediate nodes are amended as this clause is about e2e security. 

· The requirement on roaming interfaces has only a ‘should’. But roaming interfaces are among the main reasons for requiring e2e Core Network Interconnection Security. So, the ‘should’ is turned into a ‘shall’.
· TS 23.501, 4.2.4, contains the following “NOTE: For the roaming scenarios described above each PLMN can independently implement proxy functionality to simplify interconnection and hide topology on some or all of the inter-PLMN interfaces. The use and functionality of such proxy functions is deployment specific and is not defined in this specification.  The use of a proxy function in one PLMN imposes no requirements on the other PLMN.” 
The role of such proxies in fulfilling the requirements below is introduced.

· We suggest deleting the bullet “The receiving network shall be able to determine the performed changes to the message between the source sending network and the receiving network.” It is not clear why it is needed. E.g.: why should the visited network care about modifications in routing information?
· We suggest deleting the bullet “The destination network shall be able to determine the original message sent by the source network.” 
It may be difficult to fulfil as it would imply that an intermediate node modifying something would have to forward both the original information element and the modified information element. This could lead to long chains. Is it not enough that the destination network can verify that it received the protected specific message elements from the source network unchanged? We think it is because this is the whole purpose of end-to-end security between source and destination network, while the intermediate entities cannot necessarily be trusted. And we have to remember that source and destination network are 5G networks, so we can impose requirements on them, especially with the new service-based architecture requiring changes anyhow (while it is true that we cannot impose requirements on intermediate nodes). 
4
Detailed proposal

********************Start of pCR***************

5.7
Core Network Security 

Editor’s Note: the impact of the service based architecture needs to be considered

5.7.1
Trust Boundaries 

It is assumed for the set of requirements in this subclause that mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones. Messages that traverse trust boundaries shall follow the requirements in 5.7.2, if not protected end to end by NDS/IP [3]. 
Editor’s Note: Trust aspects in virtualized scenarios need to be considered. This includes trust in platforms. 
5.7.2 
Requirements on interconnection based on DIAMETER or GTP

5.7.3 
Requirements on service-based architecture

5.7.3.1
Security Requirements for service-based interfaces

Editor’s Note: This content needs to be studied the security of service-based interfaces that defined in 4.2.6 of TS 23.501.
5.7.3.2
Security Requirements for service registration, discovery and authorization
Editor’s Note: This content addresses needs to be studied the security requirements for service registration, discovery and authorization 
5.7.4
Requirements for e2e Core Network Interconnection Security

The present subclause contains requirements common to subclauses 5.7.2 and 5.7.3.

A solution for e2e core network interconnection security shall satisfy the following requirements. 

-
The solution shall support adding, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.

NOTE: Typical example for such a case are IPX providers that modify messages for routing purposes.

-
The solution shall provide confidentiality and/or integrity end-to-end between source and destination network for specific message elements identified in this specification. For this requirement to be fulfilled, it shall suffice that the confidentiality and/or integrity is provided between proxy functions – cf. [2, clause 4.2.4] - in source and/or destination network that are dedicated to handling e2e Core Network Interconnection Security. 
Editor’s Note: Which specific message elements require end-to-end protection is ffs. Whether only confidentiality or only integrity or both are applied to the specific message element is ffs.
NOTE: A proxy function according to [2] can modify the address information (to make itself the destination of the response to hide network topology) when the message is targeted to another PLMN.
Editor’s Note: It is ffs whether the proxy function according to [2] can satisfy the requirements in this clause.
 -
The destination network shall be able to determine the authenticity of the source network that sent the specific message elements protected according to the preceding bullet. For this requirement to be fulfilled, it shall suffice that a proxy function in the destination network that is dedicated to handling e2e Core Network Interconnection Security can determine the authenticity of the source network.

-

-

-
The solution should have minimal impact and additions to 3GPP-defined network elements

-
The solution should be using standard security protocols. 

-
The solution shall cover interfaces used for roaming purposes.
-
The solution should take into account considerations on performance and overhead.
-
The solution shall cover prevention of replay attacks.
-
The solution shall cover algorithm negotiation and prevention of bidding down attacks.

-
The solution should take into account operational aspects of key management.

********************End of pCR***************

