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1
Decision/action requested

SA3 is kindly requested to agree the overall security goals for SBA in clause 4.6.
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Rationale
The response LS [2] from SA2 confirms that control plane network functions in the 5G core shall only use service based interfaces for their interactions. The related LS [1] from CT3 and CT4 provide further details on the protocols for these interfaces. Security of signalling traffic is particularly relevant when it crosses trust domain boundaries, such as in roaming scenarios or at 3rd party interfaces.
This contribution assesses the impact on SA3 work and outlines a possible way forward.
4
Detailed proposal

4.1a Impact of “transport” protocol choice

In a very simplified view, the protocol choice of [1] replaces Diameter/SCTP in LTE by OpenAPI/JSON/HTTP/TCP in 5G for “transport” of signalling messages. From a theoretical point of view, this should not impact SA3 much: In fact, TS 33.401 does not even mention Diameter. It specifies only the security-relevant information elements that are in the higher layer protocols.
In practice, however, the choice of “transport” protocols does matter: 
· Diameter/SCTP were not widely used outside of the telecommunications world, so they remained somewhat exotic to security researchers. Merely a few implementations exist and not many security flaws became publicly known. Therefore, few security patches were required to mend implementation flaws. 

· 3GPP application protocols like S6a on top of the “transport” stack are specifically built for their purpose with clearly limited functionality, hence active hardening of existing multi-purpose building-blocks is rarely required.
The newly proposed building blocks for the “transport” stack, on the other hand, are already widely used in different areas. 
· Many generic implementations exist and vulnerabilities are detected roughly on a monthly basis in at least one of the stack components. Frequent patching is required to fix implementation flaws.
· Implementations for layers of the 5G “transport” stack are created by a large community for many different purposes. Therefore, they typically comprise a superset of functions required for 5G, together with examples and easy-to-use default configurations. Active hardening is required for every building-block in order to limit the functionality for the purpose of 5G.
· The use of JSON bears the possibility of significant security pitfalls which must be avoided by following established best practices [4-7], e.g. by preventing that arbitrary JSON input gets executed as Javascript code.
Conclusion: the new “transport” protocol stack has a larger attack surface. SA3 should be aware of this aspect, but there is not much that can be done to improve the situation by means of a technical standard.
4.1b Impact of architecture type choice

The underlying model of a service based architecture is the consumer / producer model. A core network function in a service based architecture provides a service to a consumer, which in turn may provide a new service depending on that consumed service to another network function, etc. The basic idea is that new network functions are easily deployable since they can be built from the building blocks already available in the network. The basic communication model has therefore changed form 'one-to-one' as in a reference based architecture to 'everyone can talk to everyone'. 
From security point of view, this renders NDS void. NDS provides protection of the transport between two specific endpoints (say MME and HHS in S6a) and thereby takes care of authentication and authorization. In SBA, however, there are no reference points anymore, which means that protecting the transport between two endpoints is useless and goes against the flexibility of SBA.

Instead, in SBA it becomes more and more important to know from which NF a particular request came and to verify per request whether that network function is authorized to consume the particular service. For example, only a few NFs should be allowed to request authentication vectors and even if others can talk to the UDM, they should not have access to the whole range of services. Similarly, only some NF should be able to trigger a handover, a location update and this service should not be available for other NFs, etc. In other words, the service based architecture requires protection on the service-level and thereby on the message-level instead of on the transport layer.
Conclusion: the service based architecture requires protection on the service / message layer.
4.2 Security issues in existing signalling application protocols
Security issues in legacy signalling (i.e. SS7 and Diameter world) are primarily due to a lack of the following aspects:
1. message origin authentication
“Who is the real sender?”
2. message integrity protection
“Was the message modified?”
3. cross-layer antispoofing enforcement
“Do identities (addresses etc.) used on different protocol layers all belong to the same sender?”
4. message content authorization
“Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”
These very same aspects are just as relevant for 5G. 
Aspects 1. and 2. can be addressed by an appropriate authentication framework like NDS/AF and security protocol like NDS/IP or TLS. Clause 5.7 of TS 33.501 on Core Network Interconnection Security is already a good start. This is relatively straightforward work for SA3 and the security functions are mostly independent of the application and higher layers of the “transport” protocol stack. The unfavorable state in which authentication and security measures were often times neglected in past implementations is by no means caused by a missing standard. Much rather, it is due to the fact that security aspects, when independent from the actual functions, did not require implementing security in order to make the system work. 
Aspects 3 and 4, however, are tightly related to network functions. 
Cross-layer antispoofing requirements (aspect 3.) for S6a over Diameter were only defined in GSMA documents IR.88 and IR.77. While SA3 dealt with cross-layer spoofing in other standards, a lack of standardizing countermeasures for S6a could be seen as an oversight. 
Similarly, message authorization (aspect 4.) is highly specific to procedures and message contents. Historically, authorization requirements for core network signalling were not standardized, possibly because all roaming partners were generally deemed as fully trusted. When problems surface in real networks after elements are deployed, implementing authorization rules on X different element types from Y different vendors is not practical. Instead, authorization rules are enforced in specific filter elements at the trust domain border: Diameter Edge Agents and SS7 firewalls. Security features of these filter elements are not standardized, as they are not part of the 3GPP architecture and were only introduced as an afterthought.
4.3 Authorization in 5G – Defense in Depth

There are several options to allocate responsibility for storing, distributing, and enforcing authorization policies in 5G, and each option has specific pros and cons:

· central repository, e.g. the NRF, can take care of the dynamic nature of NFV and orchestration
· each NF, because the NF “knows” best about its service and specific threats
· edge filter elements at trust domain borders, as this is established practice, and reduces filter requirements for internal traffic
All of the above options should be considered and could complement each other, e.g. by having basic authorization policies and enforcements in every NF, which can be overriden by a repository-provided policy in case such repository is available. Edge proxies towards 3rd parties and roaming partners certainly play a key role for defense in depth.
4.4 End-to-end and hop-by-hop security in 5G CN signalling
Lessons learnt from LTE roaming should be considered for message security (aspects 1. and 2. in 4.2) in 5G. Inter-operator connections for roaming must consider presence of intermediate carriers who may need to read or modify parts of messages, e.g. for routing or antispoofing purposes. This necessitates security associations that can be established hop-by-hop between trusted proxies.
On the other hand, there are parts of signalling messages that must be protected end-to-end, e.g. because an HPMN needs to authenticate the VPMN, or because subscriber keys need to be protected in transfer between HPMN and VPMN. GSMA DESS (Diameter End-to-End Security Subgroup) is currently specifying such end-to-end security on Diameter AVP level for LTE, and it is obvious that sensitive parts of messages also need end-to-end protection in 5G (JSON message contents).
4.5 Security measures

It would be preferable to not only standardize security solutions for aspects 1. and 2., but to also mandate and specify interworking of the security with network functions.
Cross-layer antispoofing requirements between all layers of the new 5G signalling stack need to be standardized.

Moreover, authorization requirements need to be standardized as well. The SA2 LS [2] refers to [3] TS 23.501 clause 7.1.4 which already partly addresses authorization. The pCR below shows what changes would be needed to enhance security by mandating authorization. As explained above, message- and service-specific detailed work is needed in addition.
7.1.4
Network Function Service Authorization

NF service authorization shall ensure the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information shall be configured as one of the components in the profile of the NF Service Producer. It shall include the NF type (s) and NF realms/origins 
allowed to consume NF Service(s) of NF Service Producer.
Due to roaming agreements and operator policies, a NF Service Consumer shall be authorized based on UE/subscriber/roaming information and NF type, the Service authorization may entail two steps:

-
Check whether the NF Service Consumer is permitted to discover the requested NF Producer instance during the NF service discovery procedure. This is performed on a per NF granularity by NRF.
NOTE: when NF discovery is performed based on local configuration, it is assumed that locally configured NFs are authorized.
-
Check whether the NF Service Consumer is permitted to access the requested NF Producer for consuming the NF service, with a request type granularity
. This is performed on a per UE, subscription or roaming agreements granularity. This type of NF Service authorization shall be embedded in the related NF service logic.

NOTE 1:
The security of the connection between NF Service Consumer and NF Service Producer is specified in SA WG3.

NOTE 2: It is expected that an NF authorization framework exists
 in order to perform consumer NF authorization considering UE, subscription or roaming agreements granularity. This authorization is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information.
Furthermore, it is preferable from a practical perspective to introduce a 5G signalling gateway element into the 5G architecture (similar to the DEA in LTE) that can enforce security policies at trust boundaries.
4.6 Security goals for agreement

SA3 is kindly requested to agree on the following security goals for further work on SBA:

Goal #1
The following aspects, previously presented in clause 4.2, need to be standardized for 5G SBA in Rel-15:

1. message origin authentication
“Who is the real sender?”

2. message integrity protection
“Was the message modified?”

3. cross-layer antispoofing enforcement
“Do identities (addresses etc.) used on different protocol layers all belong to the same sender?”

4. message content authorization
“Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”
Goal #2
Goal #1 is relevant for all procedures during registration, discovery, and communication between NF Service Consumer and Provider.
Goal #3
A 5G signalling edge proxy is required to protect traffic crossing a security domain boundary, and thus needs to be included in the architecture.
Goal #4
Authorization should consider the network edge, each NF, and the NRF.
Goal #5
5G CN signalling needs to support hop-by-hop security for message transport, and end-to-end security for sensitive parts of messages.
Goal #6
Define specific security requirements of the new signalling protocol stack, at least for JSON, and consider implementation recommendations.
�The type is not sufficient. It is even more important to include a realm/origin of consumers in this profile, so that the NF Service Producer can distinguish  internal and external consumers, and different external consumers according to presence of (possibly different) roaming agreements.


�a plain yes/no for "allowed to consume NF Service(s)" is not sufficient. We know from the past that we must at least distinguish messages/functions that are for internal use only, for those cases where internal and external requests use the same reference point (= service). So either the service definition must be sufficiently granular, or the policy must provide granularity on message type level


This �must be standaridsed by SA3 or it won't exist. 





