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SAGE thanks TSG-SA WG3 for its liaison statement about the use of ECIES algorithm to encrypt the IMSI or SUPI.
SAGE agrees on the selection of ECIES as an efficient public-key encryption mechanism. We would like to comment on various issues relating to this.
Adherence to a well-defined specification


SA3 should adhere to a standard specification of ECIES.  There are multiple references here that could be considered including [1], [2], [3] and [4].
The ISO/IEC specification [1] only covers a key encapsulation method and not the full ECIES.  The SECG specification [4] is publicly available and known to be compliant with both the IEEE and ANSI (for purchase) specifications of ECIES, so we would suggest that [4] be used as the normative reference, if necessary. 
SAGE does not recommend deviation from the standardized description, including the use of a MAC value.  In particular, we note that document S3-171788 of your LS refers to one of the reasons for selecting ECIES as “It is very popular and well-proven. It actually has a formal security proof”. Departing from the standard would remove this benefit; further the MAC is essential to the security proof, and removing it invalidates that proof.

Using the MAC also prevents some possible cryptographic attacks in which the attacker experiments with different ciphertext variants, and uses the observed outcome to infer information about the plaintext (see the discussion of Chosen Ciphertext Attacks later in this liaison statement).

Security Level 

Recent recommendations, like NSA’s Commercial National Security Algorithms (CNSA), provides guidance on moving to higher security levels (192 and 256) to protect against a quantum adversary.  In particular, and where possible, they recommend moving to a higher 384-bit elliptic curves, and 256-bit symmetric ciphers.  Deploying a new system, in advanced of new quantum-safe algorithms being standardized, we recommend that a higher security level is targeted, and fully supported from the very start of the system. 
Curve selection


The security of ECIES requires additional public key validation checks if the elliptic curve does not have prime order to avoid small subgroup attacks.  We recommend that SA3 specify using so-called “named curves” of prime group order.  In particular, we recommend selecting at the 192-bit security level, NIST P-384, brainpool384, M-383 or Curve41417, and at the 128-bit security level NIST P-256, brainpool256 or Curve25519.  If other curves are selected or allowed we recommend that you specify the use of the co-factor form of ECDH within ECIES.
Encryption algorithm selection

In addition to the recommended curve selection and the use of the co-factor Diffie-Hellman when deviating from a curve that has a prime order group, we recommend using an encryption mode defined within the specification.  Several different symmetric encryption algorithms are permitted within the ECIES standard:

· The specification of ECIES allows the use of AES-XXX-CBC with a fixed IV value of 16 octets of 0x00.  However, we note that this is out-of-compliance with the NIST special publication (SP) 800-38A, which requires that the IV for any particular execution of the process must be unpredictable.
· Further, the ECIES specification does not support the use of AES in ECB mode.
· In this regard, we therefore recommend using the AES-XXX-CTR mode, favouring a larger key size of 256-bits. Use of CTR mode would also avoid the need for padding, and hence the risk of so-called padding oracles (see below). 
MAC algorithm selection

The MAC algorithms specified include HMAC-SHA-1, which we recommend is avoided.  The other MACs listed in the SECG specification are adequate, favouring a larger key size of 256-bits.
MAC length

The ECIES spec [4] makes no explicit mention of MAC truncation.  However:

· [4] refers to FIPS 198-1 for the specification of HMAC.  This does explicitly mention truncation, referring in turn to NIST SP 800-107 for more information.  NIST SP 800-107 says that the MAC length shall be no less than 32 bits; it also says “A commonly acceptable length for the MacTag is 64 bits; MacTags with lengths shorter than 64 bits are discouraged.”
· [4] refers to NIST SP 800-38b for the specification of CMAC.  NIST SP 800-38b does explicitly mention truncation, saying that “For most applications, a value for Tlen that is at least 64 should provide sufficient protection against guessing attacks” (Tlen being the MAC length).

· We consider that truncation is perfectly acceptable in this context (where the MAC keys are naturally ephemeral), and recommend a MAC length of 64 bits, whichever MAC algorithm is selected.
Key Derivation Function
We recommend that you specify the allowable key derivation function in greater detail.  The IEEE specification [3] only specifies the use of the ANSI X9.63 [2] KDF.  This KDF can be found in section 3.6.1 of SECG [4]. If you select a hash-based KDF, we recommend using SHA-256 or SHA-384. 
Point compression
There is value in using point compression, both for bandwidth savings and verifying a point is on the curve during decompression.  We see no reason to avoid the use of point compression.
Attack Scenarios

While considering the overall context of IMSI or SUPI encryption, SAGE members identified a number of attacks which could lead to a loss of IMSI or SUPI privacy. We noticed that some of these attacks could not be prevented even with the use of the best cryptographic options available in ECIES. 
We list some of these below, so that SA3 can consider whether the wider protocol of which ECIES will be a part needs to be designed to resist them.
Device side attacks (Using a rogue UE, hacked UE etc.)

Chosen plaintext attacks. Send the home PLMN an encrypted IMSI/SUPI for a surveillance target. Look for different things happening, depending on whether or not that target is present in the cell.  Is there a corresponding authentication challenge?  Is there a response to that challenge?  Any observable difference in outcome may allow an attacker to confirm a guess at the identity of a subscriber in a cell, or if the attacker has surveillance on a number of cells, find out which one a subscriber is in. 
Replay attacks. Just resend a previously-used encrypted IMSI/SUPI to the home PLMN. (Note that ECIES does not inherently provide any freshness guarantee to the receiver.)  Again, look for different things happening, depending on whether or not that target is present in the cell.  Even if the IMSI/SUPI is not known, it may be possible with some confidence to track a device based on the encrypted value. 
Chosen ciphertext attacks. Use the home PLMN as an “oracle” to find out some information about an encrypted IMSI or SUPI. Look for specific error messages, timing of error messages, or success indicators (new authentication challenge received). An effective padding oracle could lead to a complete break against CBC mode. An oracle which reveals whether any given ciphertext decrypts to a valid SUPI or not could lead to a complete break against CTR mode. Keeping the MAC value and requiring the home PLMN to verify the MAC value before doing any further processing is the best way to thwart this class of attack. 
DoS attacks. Flood the home PLMN with lots of genuine or fake ciphertexts. Waste home network effort decrypting them. Protecting against this attack may also provide some protection again replay attacks, by including some form of network challenge into the protocol. 

Network-side attacks (using a false base station etc.)
Bidding down attacks. Force the UE to reveal a plaintext IMSI or SUPI because the encrypted one never works. Or force the UE down to a previous generation of network, where the IMSI is presented in plain anyway. This attack will reveal a SUPI too if that is clearly related to / derived from the IMSI. 

Wrong key attacks. Trick the UE into encrypting its IMSI or SUPI to the wrong public key, or to an old/broken public key (or using an old/broken algorithm). Thwarting this attack requires the UE to have a robust way of identifying the correct home PLMN public key, and also requires the home PLMN to have a robust way of quickly updating its public key or algorithm to multiple UEs.
UE Crypto attacks. Force the UE to run the protocol over and over again. Maybe identify crypto errors, or weaknesses in randomisation/seeding and then use these to decrypt past or future encrypted IMSIs/SUPIs from the same UE (or a class of UEs). Tricking the UE into re-sending a previous encrypted SUPI (because there is no entropy contribution from the UE) is a special case here. 

DoS attacks. Force the UE to spend a lot of effort encrypting its IMSI/SUPI over and over again. This could be a means of battery drain on IoT devices perhaps, involving more intensive cryptography than most UE actions. 

Other attacks 

Diameter exploit. Force a target UE to send an encrypted IMSI/SUPI (by jamming perhaps, or use of a false base station). Intercept diameter messages to the visited network containing the true IMSI/SUPI. This could be prevented by encrypting selected diameter messages between operators, or encrypting all such messages.
Rogue visited PLMN. One which breaks privacy for its own commercial purposes, has been hijacked by attackers or even subverted by a state actor. Such a network could attempt to obtain authentication vectors by replaying an encrypted SUPI it has intercepted (or which someone else has intercepted on its behalf). The network may pretend the subscriber has just dropped down to LTE or below before authentication so that it can spoof an authentication event and subsequently obtain a decrypted IMSI/SUPI; this could be prevented by ensuring that 2G, 3G or 4G AKA cannot be run on the basis of an encrypted IMSI or SUPI, but require the visited network to already know the plaintext IMSI. An alternative attack scenario is that the rogue network works in conjunction with a false base station which carries out a genuine 5G authentication, e.g. it sells a form of “SUPI Catcher” service to parties operating false base stations. This would be difficult to prevent except via some form of geographical detection (rogue network id being broadcast in the wrong place/wrong country). 

Hacked home PLMN – there are several scenarios here, including malware in a home network which leaks out the decrypted value of an encrypted IMSI/SUPI. Or the attacker could try to recover the home network private key. This re-enforces the need for home PLMNs to have a way of quickly updating their keys. 

Actions
We ask SA3 to consider our recommendations above with respect to ECIES. 

We ask SA3 to consider how the wider protocol (of which ECIES will be a part) may resist potential attacks which could compromise IMSI or SUPI privacy. 

We ask SA3 to tell us what further assistance, if any, they require from SAGE on this subject.  SAGE will be pleased to take part in a joint conference call with SA3 if that would be helpful.
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