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Decision/action requested

Request SA3 to agree on the detailed proposals in section 4.
2
References

 [1]
3GPP TS 33.501 v020
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Rationale

The general concept behind interworking with EPC is specified in SA2 TS 23.501 clause 5.17. 

It introduces a type of UE called a Single-Registration mode (SR mode) UE for interworking scenarios where N26 exists between the AMF and the MME. According to the definition in the TS, a SR mode UE only maintains single registration information – either in 5GC or EPC, and does not store the MM context for the source network once a handover is completed to the target network. This has security implications on interworking between 4G and 5G.
Relevant text from TS 23.501 clause 5.17:
5.17.2
Interworking with EPC

5.17.2.1
General

In order to interwork with EPC, the UE that supports both 5GC and EPC NAS can operate in single-registration mode or dual-registration mode:

-
In single-registration mode, UE has only one active MM state (either RM state in 5GC or EMM state in EPC) and it is either in 5GC NAS mode or in EPC NAS mode (when connected to 5GC or EPC, respectively). UE maintains a single coordinated registration for 5GC and EPC.
-
In dual-registration mode, UE can handle independent registrations for 5GC and EPC. In this mode, the UE may be registered to 5GC only, EPC only, or to both 5GC and EPC

5.17.2.2
Interworking Procedures with N26 interface

5.17.2.2.1
General

Interworking procedures using the N26 interface, enables the exchange of MM and SM states between the source and target network. Handover procedures are supported with the N26 interface. When interworking procedures with N26 is used, the UE operates in single-registration mode. The network keeps only one valid MM state for the UE, either in the AMF or MME. Either the AMF or the MME is registered in the HSS+UDM.
What does this imply:

1. A SR mode UE maintains only ONE of EMM or RM state at any time. Therefore, when the UE is actively registered in 5GC, RM state is RM-REGISTERED and it does NOT maintain EMM state (also this does NOT mean that EMM state is DEREGISTERED). Likewise, when the UE moves to EPC, it maps the RM state to EMM state (vice versa for other direction). The UE therefore doesn’t retain the MM context of the previous network type once it moves to a new network type.
2. The MM context for the UE is only stored in the network that the UE is currently registered with and the network which the UE had previously visited doesn’t store the MM context once the UE is handed over to the different network type.
Security implications:
1. Since the UE doesn’t store the MM context for the previous network it visited, the security context established with the previous network is lost during a handover event (idle or connected mode). Thus, there is just one current security context – EPS or 5GC, in the UE. This has direct impact on the security of the idle-mode mobility procedure. 
If the UE moves back to the previous network in idle-mode, the handover trigger message – Registration Request (in EPC to 5GC scenario) or TAU Request (in 5GC to EPC scenario), is not integrity protected any more as there is no security context for the previous network.
NOTE: In the existing 3G to 4G idle mode mobility, the UE integrity protects the TAU Request message if it has a current EPS NAS security context. This functionality would be lost in a idle mode mobility between 4G and 5G.

2. The UE always depends on the source network, with which it maintains a native security context, to generate a mapped security context for the target network during idle mode mobility.  
Security context mapping implies that the source network always knows the mapped key that will be used in the target network, which is undesirable as it prevents security separation between 4G and 5G systems. This is more of an issue in the case of a 4G to 5G idle mode mobility scenario between an AMF and a legacy MME.
Legacy MMEs that are 5G-unaware creates a significant security disadvantage when an idle UE moves from 4G to 5G; Such an MME forwards the key KASME to the AMF over N26 as the MME believes it is the S10 interface. This means that not only will the 4G side knows the mapped key on the 5G side – which can be remedied by re-authentication in 5G – but also the 5G side will now know all the keys on the 4G side, and there is no remedy against this because a 5G-unaware MME sees no reason to perform re-authentication (believing it talks to another MME).
If security contexts need to be mapped then the only way of achieving security separation between 4G and 5G is re-authentication.

NOTE: A 5G-aware or an upgraded MME could compute a hash of KASME before sending it to the AMF over N26. In this way, the 5G side would not know any keys on the 4G side. 
Proposed solution:
1. The issue raised in point 1) above can be solved if the UE continues to store the security context for the source network for a limited period after a handover to the target network. 
2. The source network must store the security context for a limited period after a handover to the target network.
3. The target network depends on the source network for the mapped security context only in the following scenarios – 

a. when the handover message is not integrity protected or 

b. the target network cannot perform an integrity check due to a missing security context or 

c. the integrity check fails in the target network.

In all other scenarios, the target network verifies the integrity of the message based on its store of the current UE context and upon successful verification, continue to use existing keys for NAS and AS security. 
4. There may be scenarios where the UE still has the current security context for the target network and therefore integrity protects the message BUT the target network has deleted the security context and therefore depends on the source network for providing a mapped security context. 

5. When the target network has successfully verified the handover message, it includes an indication in the Context Request message for the source network to skip integrity check.
Points 4 and 5 are discussed at greater length in another paper S3-17abcd
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Detailed proposal
SA3 is kindly requested to agree on the following set of principles for interworking between 5G and 4G over N26.
Proposal 1: To support integrity protection of the idle mode moblity NAS message to the target network, the UE shall store the current security context (mapped or native) for the previously visited network for a limited period.
Proposal 2: To support integrity check of the idle mode mobility NAS message, the source network shall store the security context for the UE for a limited period.
Proposal 3: The target network shall verify the integrity of the idle mode mobility NAS message if it has the current security context for the UE.
Proposal 4: If the target network successfully verified the integrity of the idle mode mobility NAS message, it shall not ask for the mapped security context from the source network in the Context Request message.

Proposal 5: The target network shall continue to use the stored current security context for the UE if it successfully verifies the integrity of the idle mode mobility NAS message.
Proposal 6: The target network shall use the existing parameter “UE validated” to indicate to the source network in the Context Request message that it has successfully validated the UE. The source network shall skip integrity check if “UE validated” is TRUE.
Companion papers S3-17abcd and S3-17abcd propose normative text for Idle mode mobility between 5G and 4G based on the above set of principles.

It’s also proposed that an LS be sent to SA2 updating them on the agreed set of principles and necessary action to make necessary updates to their TS.
