3GPP TSG SA WG3 (Security) Meeting #88-Bis
S3-172432
9-13 October, 2017, Singapore
Source:
Nokia
Title:
Idle mode mobility from 5G to 4G
Document for:
Approval

Agenda Item:
4.2.10 - Interworking
1
Decision/action requested

Approve the pCR for Idle mode mobility from 5G to 4G as presented in section 4 below.
2
References

[1]
3GPP TS 33.501 v0.2.0
[2] 


3GPP TS 23.502 v0.5.0

3
Rationale

This pCR provides interworking from 5G to EPC when the UE is in Idle-mode. 
4
Detailed proposal

********************Start of pCR***********************************

9
Security of Interworking 
Editor's Note: This clause covers security of Interworking with LTE systems
9.x 
Idle-mode mobility from 5GC to EPC
9.x.1
General
This subclause covers the case of idle-mode mobility from 5GC to EPC, as defined in 23.502[x].

9.x.2
MME is 5g-aware

9.x.2.1
Procedure
Editor’s Note: SA2 hasn’t yet specified the information flow for this procedure in TS 23.502. Revisit this flow once it’s available.


[image: image1.emf]8. Setup AS security 

UE eNB MME AMF

1. TAU Request

{[native 4G-GUTI, eKSI, ...]+4G-MAC, 

[mapped 4G-GUTI, NG-KSI, NONCE

UE

,…] +5G-MAC}

3. Context Request

[5G-GUTI, 5G-MAC,

“UE-Validated”, TAU Request, 

NG-KSI]

4. Verify UE’s TAU 

Request using NG-KSI, 

5G-GUTI, 5G-MAC.

5. Context Response

[K-AMF’]

6. Generate a mapped 4G security 

context using the received K

AMF’, 

NONCE

UE

, NONCE

MME

.

Allocates KSI

5G

to UE 

7a. NAS Security Mode Command

7c. NAS Security Mode Complete

[NAS-MAC]

7b.

Generate a newly 

mapped 4G Security 

context using K

AMF

Compute eNB 

keys from 

mapped K

ASME’

Deliver eNB keys

9. TAU Accept

10. TAU Complete

AS Security 

setup

2. If native 4G-GUTI and eKSI 

present, 

verify UE TAU Request by 

checking 4G-MAC


Figure 9.x.2.1-1 Idle mode mobility from 5GS to EPS (MME is 5G aware)
1. The UE initiates the TAU procedure by sending a TAU Request message to the MME. 
The UE shall include the mapped 4G-GUTI derived from the 5G-GUTI, and KSI equal to the value of the NG-KSI associated with the current 5G security context and a 32-bit NONCEUE, in the TAU Request message.
Editor’s Note: Mapping 5G-GUTI to 4G-GUTI is FFS
NOTE 1: The mapped 4G-GUTI has enough information to identify the 5G-GUTI and the AMF.
NOTE 2: The UE must be aware if it is interfacing with a 5G-aware MME or a legacy MME. This determines the format of the TAU Request message.
If the UE has a current EPS NAS security context, then the UE shall integrity protect the message and include the eKSI, the native 4G-GUTI and 4G-MAC in the TAU request message. The UE shall use the current EPS NAS security context algorithms to protect the TAU request message.
NOTE 2: The UE has a current EPS NAS security context in the following scenario: a UE established a current native security context during a previous visit to EPC and then moves to 5GC. When the UE moves back to EPC, there is a current EPS security context.

The UE additionally integrity protects the message by generating a 5G-MAC using the current 5G NAS integrity key identified by the 5G-GUTI used to derive 4G-GUTI. The 5G-MAC field is used to store the generated 5G-MAC.
2. If 4G-GUTI was included in the message along with eKSI, the MME shall find an already existing UE context stored and if available, uses it to verify the TAU request. If the verification succeded, the UE and the MME share a current EPS NAS security context. 
3. The MME uses the mapped 4G-GUTI received from the UE to derive the AMF address and sends a Context Request message to the AMF to retrieve user information. 
The MME shall forward the complete TAU Request message, except for the 4G-MAC but including the “UE Validated” and the 5G-GUTI to the AMF with the Context Request message. It includes the 5G-MAC, NG-KSI if and only if the UE could not be validated in step 2 by checking the 4G-MAC. The “UE validated” field is used to indicate whether the MME has validated the integrity protection of the TAU Request based on native EPS context. 
4. If the TAU Request was protected with a 5G-MAC, the AMF verifies the integrity protection of the TAU request message based on the current 5G security context identified by the NG-KSI value it received from the MME. If the verification was successful, the AMF proceeds to step 5.
5. The AMF responds to the MME with a Context Response with the UE’s security context containing the mapped key KAMF. 
Editor’s Note: Derivation of a mapped KAMF for target MME is FFS.
6. If the MME shares a current EPS security context with the UE (from step 2), it proceeds to step 8 to check if it needs to establish radio bearers. If the MME wants to change the NAS algorithms, the MME uses a NAS security mode procedure to inform the UE.
The MME shall generate a new mapped EPS Security context including NAS security keys using the KAMF key it obtained from the AMF, NONCEUE and NONCEMME. The MME allocates KSI5G to identify the mapped key KASME.
7a. The MME initiates a NAS Security mode command procedure as described in TS 33.501 including the KSI5G, replayed UE Security capabilities, NONCEUE, and NONCEMME in the NAS Security mode command.
7b. The UE derives a mapped key KAMF from its copy of KAMF as specified in clause TBD. It shall further generate a new mapped EPS Security context including NAS security keys from the mapped KAMF key. 

7c. The UE responds with the NAS Security Mode Complete message 

8. If the “active flag” is set in the Registration request message or the MME choses to establish radio bearers when there is pending downlink UP data or pending downlink signaling, a KeNB derivation is performed from the mapped KASME key using the KDF as specified in clause TBD.
The newly derived KeNB key is delivered to the target eNB on the S1 interface. The AS Security context shall be established between the eNB and the UE.

9. The MME sends a TAU Accept message to the UE.
It is strongly recommended to run an AKA and perform a key change on-the-fly of the entire key hierarchy if there is no native security context in MME.
9.x.3
MME is a legacy MME
9.x.3.1
Procedure
The UE initiates the TAU procedure by sending a legacy TAU Request to the MME with a mapped 4G-GUTI derived from the 5G-GUTI.
NOTE 1: The legacy MME believes that it is talking to another MME over the S10 interface. It therefore follows the same procedure that is used in LTE for MME to MME interworking. 

NOTE 2: The UE must be aware if it is interfacing with a legacy MME. This determines the format of the TAU Request message
The UE integrity protects the TAU Request message using the current 5G NAS integrity key identified by the 5G-GUTI used to derive 4G-GUTI.  
Upon receipt of the TAU Request, the legacy MME obtains AMF details from the received mapped 4G-GUTI value. The MME forwards the complete TAU Request message and 5G-GUTI in the Context Request message. 
The AMF verifies the TAU Request using the stored 5G security context and if the verification is successful, generates a mapped key KAMF. It generates a mapped EPS security context from this key and sends it in the Context Response message.
Editor’s Note: Generation of a mapped EPS security context from AMF is FFS
The MME performs a security mode command procedure with the UE based on the received mapped security context from the AMF.
********************End of pCR***********************************
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