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1
Decision/action requested

It is proposed that CT1 and RAN2 provides the exception list of NAS messages and RRC messages that are not mandated to be integrity protected and/or encrypted to their specifications . 
2
References

[1]
 TS 33.501
3
Rationale

It is proposed that CT1 and RAN2 provides the exception list of NAS messages and RRC messages that are not mandated to be integrity protected and/or encrypted to their specifications and TS 33.501 references CT1 and RAN2 specifications.

4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** BEGIN CHANGES ***** 

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on Support and Usage of Integrity Protection

The UE shall support integrity protection of user data between the UE and the gNB.

The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

128-NIA1, 128-NIA2 as defined in 5.6.1.2.
The UE may implement the following integrity protection algorithms:

128-NIA3 as defined in 5.6.1.2.
Integrity protection of the user data between the UE and gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:


All NAS signaling messages except those explicitly listed in TS 24.xxx [xx
] as exceptions shall be integrity-protected. 
Editor's Note: The number of the stage 3 technical specification in CT1 is ffs. So far CT1 has only a TR 24.890. 
All RRC signaling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.
***** NEXT CHANGE ***** 

6.6.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply integrity protection. 


***** NEXT CHANGE ***** 

6.6.4.2
NAS confidentiality activation

NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply confidentiality protection. 


NAS confidentiality stays activated until the 5GS security context is deleted in either the UE or AMF
***** End of Changes *****

�Reference added in S3-172395. 





