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1
Decision/action requested

It is proposed to approve the changes for inclusion in TS 33.501
2
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3
Rationale

3.1
Introduction
CT4 informs SA3 that CT4 has agreed to use JavaScript Object Notation (JSON) [IETF RFC 7159] over HTTP/2 [IETF RFC 7540] over TCP as application layer protocol for Service Based Interfaces and their Reference Point representations. [2]
SA2 informs SA3 that Reference Points are just a representation of the Service Based Architecture. [3] 

This gives SA3 the opportunity to start working on SBA security. One part of this discussion is how to secure the communication between nodes in the SBA. It needs to be determined which information elements that need confidentiality protection, which information elements that need integrity protection, as well as which information elements that needs to be read or modified by intermediary nodes and therefore cannot be confidentiality and/or integrity protected. This needs to be done in cooperation with CT4.
3.2
Securing HTTP/2 and JSON

HTTP/2 mandates support of TLS 1.2 with a very strict algorithms profile. While the HTTP/2 standard allow HTTP/2 without any protection, many (e.g. all browsers) require HTTPS (i.e. TLS or QUIC) when using HTTP/2. 

As HTTP/2 has been chosen for transport, TLS has become a strong candidate for the protection of the communication. HTTPS (i.e. in this case HTTP/2 over TLS over TCP) can be deployed end-to-end (e2e) where any intermediaries can only read (but not modify) the Server Name Extension (SNI). HTTPS can also be hop-by-hop as a path of independent HTTPS connections where intermediaries can read and modify any information without detection. 
As JSON has been chosen as the format for encoding the SBA application data, JOSE [https://datatracker.ietf.org/wg/jose/documents/] becomes another strong candidate for the protection of the communication. JOSE offers application layer protection of the JSON object allowing an intermediary to read and modify the HTTP headers. JOSE is very flexible can be used for only confidentiality, only integrity protection, or both confidentiality and integrity protection. JOSE supports both symmetric and asymmetric algorithms (such as digital signatures). JOSE is a well-established web protocol and has been chosen e.g. for protection of SIP INVITE messages by IETF STIR and ATIS SHAKEN.

JOSE and TLS can be combined to e.g. offer hob-by-hob confidentiality together with end-to-end integrity protection of certain information elements.
If TLS was chosen, SA3 should consider mandating TLS 1.3 already from the start. TLS 1.3 removes all known weaknesses from TLS 1.2 while offering much better latency. Specification of TLS 1.3 has been completed and publication is expected during 2017. As there are already a multitude of TLS 1.3 implementaions, TLS 1.3 is believed to be widely deployed as soon as the standard is published. SA3 should study if the latency improvements in TLS 1.3 is useful for SBA and if that is the case mandate support of TLS 1.3 for all HTTP/2 based interfaces. 
4
Detailed proposal

***
BEGIN CHANGE
***

14
Security Aspects of Service Based Architecture

Editor's Note: This clause covers security of SBA. It should contain sub-clauses such as Protection of Service Based Interfaces, Authentication of network functions and Security aspects of the Network Repository Function.
Editor's Note: Service Based Interfaces use HTTP/2 which natively supports TLS 1.2. It is FFS if the use of TLS 1.3 should be mandated when using TLS and whether additional security measures (e.g Protecting JSON data using JOSE) are required.

***
END OF CHANGES
***

